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The aim of this research study was to assess Agile RE
practices in the South African software development
industry and investigate secure Agile RE initiatives
towards developing secure products. This qualita-
tive research study was contextualized in seventeen
South African software development companies. The
researchers used structured interviews and document
reviews as the primary data collection instruments.
Qualitative data was analyzed inductively using con-
tent analysis. Emanating from the research were rec-
ommendations to guide a regular software developer
on good Agile RE practices. The study concluded that
although Agile Software Development is practiced in
the South African software industry, there needs to be
stricter adherences to the Agile Manifesto and Agile
Security Manifesto in requirements engineering.
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1. Introduction

In requirements engineering (RE), information
regarding the features of the system is collect-
ed from the customer. These features are in the
form of functional and non-functional require-
ments. In traditional software development

practice, RE takes place at the beginning of the
software development process and is a once off
process [1]. In order to meet the rapid demands
for web and mobile applications, many soft-
ware development practitioners are implement-
ing Agile Software Development (ASD) [2].
Requirements engineering (RE), the earliest
stage of software engineering, is the focus of
this research study. Rigorous processes during
this stage can ensure the development of high
quality products that are safe to use in the soft-
ware applications market.

In ASD, Agile RE is an iterative process, as this
development methodology builds the system
incrementally within a rapidly changing busi-
ness environment [3]. Therefore, in Agile RE,
requirements cannot be frozen [4]. Changes in
requirements are created as a result of compet-
itive threats on the market, stakeholders chang-
ing their preferences, changes in the develop-
ment technology and short time required for the
product to get to the market [5]. Agile RE is
therefore dynamic and complicated.

Agile RE is also constrained by a number of
factors. A combination of project factors such
as schedule, risk, costs and human resources
are constraining RE processes. In addition, the
nature of the requirements is another constrain-
ing factor, as requirements have complexity,
dependencies, importance, business value and
volatility [4].

Owing to the dynamic nature of ASD and the
challenges posed by constraints in the software
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development environment described above,
developers tend to focus less on RE activities
that take time, for example the identification
of security requirements or elicitation by pro-
totyping, which is important for quality system
development [6, 7]. It was, therefore, important
to assess secure Agile RE practices.

The aim of this study was to assess Agile RE
practices, including security, in order to con-
tribute to the good professional practice of reg-
ular software developer in Agile RE. Therefore,
the study will attempt to answer the following
question: What are the requirements engineer-
ing practices in Agile RE in the South African
software development landscape?

Researchers agree that there is a lack of empir-
ical studies on how companies are conducting
RE in Agile Software Development and much
more research is required in this critical area
[4, 8,9, 10]. In order to close the research gap,
there is a need to conduct an in-depth analysis
of Agile RE practices to assess their impact on
the development of high quality software apps
that are safe to use.

2. Literature Review

To assess RE processes, in line with the re-
search question, we review the extent of litera-
ture from the existing body of knowledge.

The four main values that underpin ASD out-
lined in the ASD Manifesto [11] to promote
quality products are, as follows.

1. Individuals and interactions over process-
es and tools.

2. Working software over comprehensive
documentation.

3. Customer collaboration over contract ne-
gotiation.

4. Responding to change over following a
plan.

Software developers transitioning to ASD must
make a switch from traditional RE to Agile RE,
with cumbersome traditional processes being
permitted greater flexibility. Agile RE differs
from traditional RE because it is ongoing or it-
erative [12]. Inayat and Salim in [13] proposed
the term Agile RE to describe a process derived

from flexibility in approaching traditional RE
activities. Regardless of the RE approach, re-
searchers are in agreement that RE plays an im-
portant role in ASD.

Unlike traditional RE, Agile RE allows for
changes in user requirements. By accommo-
dating changes in user requirements, ASD en-
sures that the outcome of the process are high
quality requirements and customer satisfaction
[1]. Therefore, ASD literature emphasizes that
in gathering requirements, it is important to fo-
cus on some key aspects. In this regard, Inayat
and Salim in [13] advise that, owing to the high
volatility of requirements, constant collabora-
tion among stakeholders is important. They cit-
ed communication and awareness as the most
relevant socio-technical aspects of such col-
laboration. Wurfel et al. in [14] also suggested
that requirements engineers must be mindful of
the vagueness in customers' requirements, and
must remain open. Openness ensures that re-
quirements engineers are not influenced by ex-
isting software applications that they may have
developed for another customer.

According to Schon in [2] in Agile, RE pro-
cesses such as inception stage, elicitation stage,
elaboration stage, negotiation stage, specifica-
tion stage and validation stage are not clear-
ly separated. Kassab in [15] and Sebega and
Mnkandla in [10] were in agreement with this
finding. Classical activities are merged and
conducted iteratively in the South African Ag-
ile RE practice [10]. In Agile, RE is conducted
just-in-time with little design upfront. Only the
most important RE activities are elaborated.

Requirements elicitation, the first stage, com-
prises of problem solving, negotiation and
specification [10]. Requirements are elicited
through focus group sessions, interviews, brain-
storming, questionnaires, discourse analysis
and ethnography. Prototyping is another well-
known strategy used to identify and determine
the requirements from the customer perspec-
tive. Requirements consistency, variability, list
size and complexity derived from the elicitation
stage can hinder Agile RE [10].

Requirements analysis occurs immediately af-
ter elicitation. In the analysis, requirements are
examined for complexity, completeness, am-
biguity and contradictions [3, 16] with the ob-
jective of minimizing future changes. Issues in
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Table 1. Criteria for requirements prioritization.

Criteria Description Author
Ease of use Simple enough to implement. [18]
Effort Time taken to implement the feature. [18]
Cost Monetary cost of implementing the requirement. [18]
Size (user stories) || Based on user stories, features or story points. [17]
Business value [ The return on investment that can be generated if the feature is implemented. [17]
Negative value |[[How much it would detract from the products value if the feature is not implemented. [17]
Complexity Degree of difficulty to implement. [4]
Dependence iﬁg}:ﬁ:ﬁ::g?ﬁ Sc:f a requirement is dependent on another requirement being 4]
Volatility ]rz:ir;: I;Oe I\Kk;;ciloil;?(rilégreesd f:an be expected in the requirement. The stability of the [4]
Risk Assess the risk for the project if the requirement is implemented. [4]

this stage are resolved through meetings with
stakeholders, modeling and prioritization [3].
The industry standard for Agile RE for analysis
of requirements are JAD sessions [10]. Con-
flicts are resolved through workshop sessions
where all stakeholders get involved to negotiate
and resolve conflicts. A communication gap be-
tween IT specialists and customers leads to in-
complete or incorrect requirements. Sebega and
Mnkandla in [10] state that requirements nego-
tiation, requirements prioritization and scalabil-
ity problems are some of the issues that impair
the analysis of requirements. Once the conflicts
are resolved, the lists of requirements are ready
to be prioritized.

In ASD requirements, prioritization occurs
during the initial planning stage and then at the
time of inter-iteration. Prioritization and repri-
oritization are based on business value. Contin-
uous requirements prioritization is thus a core
activity of Agile RE [4]. This ensures that the
highly ranked requirements important for the
project get developed first. This will bring the
highest business value to the customer and low-
er the project risk by ensuring deliverables to
the customer [17].

However, practitioners are confronted with
difficulties in making decisions about which
requirements should be considered at the in-
ter-iteration time. Although developers are very
skilled and are the most influential stakehold-
ers, it is the client who should make the final
decision on the priority of a requirement. What

takes place in practice may not necessarily cor-
respond with what is recommended in the Agile
Manifesto [11]. It is difficult to reach consen-
sus when there are multiple stakeholders and
multiple decision making criteria [4]. Clearly,
both developers and clients have a role in the
decision making and their input on the value of
the requirement in real world practice is signif-
icant.

There are various criteria identified in literature
for requirements prioritization. A pertinent ex-
ample is a criterion called 'negative value' intro-
duced by Racheva in [17]. Table 1, synthesized
from ASD literature, provides typical prioriti-
zation criteria that can be applied using an ap-
propriate prioritization technique.

Appropriate prioritization technique is import-
ant as erroneous prioritization may increase the
cost of development and lead to system and
project failure [4]. Therefore, a proper require-
ments prioritization technique is critical to en-
sure that the requirements engineering process
is efficient [19].

Sebega and Mnkandla in [10] state that there is
a lack of focus from practitioners in handling
non-functional requirements such as security
and this constitutes a major problem in Agile
RE. Security literature abounds with Security
Requirements Engineering (SRE) frameworks
or methodologies that guide secure software
development activities for requirement engi-
neering. It is a systematic way to elicit security
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requirements to protect the system from poten-
tial attacks [8]. These frameworks vary in how
security requirements are derived. For example,
the misuse case and abuse case frameworks deal
with security from the viewpoint that users mis-
use the functionality of the system [20], while
risk-based frameworks extract security require-
ments to mitigate the risks [21]. Haley ef al. in
[22] proposed a SRE framework which com-
prised the following stages: functional require-
ments identification, identification of security
goals, identification of security requirements
and finally the construction of satisfaction re-
quirements.

In Agile RE, it is not quite clear how SRE takes
place in a rapid release software development
approach. The Agile Manifesto created in 2001
provided firm guidelines for software devel-
opers in order to improve traditional practices
[11]. Fifteen years later, in 2016, the Agile Se-
curity Manifesto was launched to combat secu-
rity problems that plagued software developers.
The four principles of the Agile Security Mani-
festo are, as follows [23].

1. Rely on developers and testers more than
on security specialists.

2. Secure while we work more than after we're
done.

3. Implement features securely more than
adding on security features.

4. Mitigate risks more than fix bugs.

Principle 1 states that it is not possible for
all companies to have security teams or spe-
cialists. The process is rapid and lightweight,
therefore security of the system depends on the
ASD team that owns the security. This means
that they must be trained and aware of security.
According to principle 2, security must be in-
corporated into ASD practices and should not
be added as an afterthought. Principle 3 encour-
ages the use of tried and tested security mea-
sures, for example security frameworks such as
authentication and password storage, to prevent
developers from being detracted from focusing
on the business value. Finally, principle 4 pro-
motes security risks assessments over an ad hoc
approach to security [23].

The SRE frameworks and approaches provid-
ed by security researchers and practitioners
in literature are complex and not customised

for lightweight Agile RE practices. The Agile
Security Manifesto states that they must be
blended naturally into Agile RE activities by
requirements engineers who must be trained
and be knowledgeable about application securi-
ty issues. Requirements engineers must have an
understanding of what type of security require-
ments must be included in the system.

Haley et al. in [22] proposed how security can
be factored into Agile XP requirements engi-
neering practices. The approach focused on
abuser stories. This means that it takes into
consideration the actions of a hacker who in-
tends to abuse the system and mitigates against
these actions. The following Agile RE stages
were suggested: identification of critical assets
of the system; formulation of abuser stories;
assessment of the abuser story to determine
risk; negotiation between abuser and user sto-
ries; identify security user stories; definition of
security-related coding standards and, lastly,
cross-checking abuser stories and countermea-
sures against system abuse.

Adequate security education and training are
essential for the development team to address
the scarce security skills and tools in industry
[8]. There is little support from senior manage-
ment with respect to adequate funding for secu-
rity [2]. Development teams are not receiving
regular updates about common vulnerabilities
from security knowledge sources to keep them
informed of the latest security developments
[20]. This research study will assess if security
is considered in Agile RE practices in industry.

Kassab in [24] proposed five focus areas of Ag-
ile RE, namely: elicitation, analysis and presen-
tation, management, effort estimation and tools.
Kassab in [24] concluded from a survey on ex-
isting Agile RE practices, based on the five fo-
cus areas of 247 IT professionals from 23 coun-
tries, that RE processes within Agile RE are not
very clear. Also, the main difference between
RE processes and Agile RE activities is that
there is a lack of documentation in Agile RE.
He highlighted requirements management as
an important stage in Agile RE to ensure trace-
ability of requirements. On the positive side, he
found that Agile RE is effective to get continu-
ous feedback from the customer, thereby vali-
dating the development of the new system.
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In summary, the ASD literature suggests that
practitioners of software development do not
clearly agree on standardized Agile RE prac-
tices. The lack of coherent and consolidated
views on Agile RE makes this a valuable re-
search area [13]. The literature has highlight-
ed requirements elicitation, security, customer
involvement, analysis and prioritization of re-
quirements as the focal points.

A review was conducted on prior work to gauge
the methodologies used to analyze software de-
velopment markets. The literature revealed the
lack of studies conducted in the software devel-
opment market on Agile methodology in South
Africa. Sebega and Mnkandla in [10] conduct-
ed a quantitative study in order to understand
'Agile processes' in the software development
market in South Africa. Selecting a sampling
frame was a challenge in this study, since there
was only a vague idea of the target population.
A list of all Agile companies in South Africa is
non-existent. Researchers relied on a published
list of the Top500, that is, a repository of the
best managed companies in South Africa. A
non-probabilistic sampling technique was used
and more than 220 participants were contact-
ed. A survey questionnaire was distributed to
around 110 participants in the software devel-
opment market. Only 25 participants responded
to the survey. Issues in elicitation, analysis, doc-
umentation, validation, and management were
analyzed broadly through Likert-type ques-
tions. This study revealed a strong penchant for
principles of the Agile Manifesto. This research
study follows on the Sebega and Mnkandla
study in [10] with a more in-depth analysis of
the South African software development mar-
ket through a qualitative lens. Therefore, the
qualitative methodology chosen is appropriate.

An overview of international studies revealed
numerous types of studies conducted on specif-
ic industries in software development. Wagner
et al. in [25] conducted an international study
of Agile requirements engineering in practice
focusing on the status quo and critical problems
in the industry. A non-probabilistic sampling
technique was used. The study was based on
the responses from 92 organisations in Austria,
Germany, Ireland, Canada, USA, Estonia, Fin-
land, Norway, Sweden and Brazil. The data was
collected from 228 responses from the compa-
nies classified as small, medium and large. The

survey results showed that RE concentrates on
free-text documentation of requirements elicit-
ed with a variety of techniques. The backlog is
used to deal with changing requirements.

There were several qualitative studies conduct-
ed as well. Researchers in Ireland, namely, Noll
et al. in [26], conducted a qualitative study of
an application in the Open Source Software De-
velopment market. This study examined discus-
sion forums of an open source project, namely
OpenEMR, an open source medical practice
management application. Through a qualitative
analysis of 16 core developers they found out
that end users play an important role in the de-
velopment of open source software. In a quali-
tative study on Agile RE with 16 organisations,
Cao and Ramesh in [27] sought to answer two
questions: What RE practices do Agile devel-
opers follow? What benefits and challenges
do these practices present? A multi-sited case
study approach was used as a sampling tech-
nique and grounded theory was used to analyze
the data. The study identified seven Agile RE
practices in the organizations.

The literature on the methodologies used to ana-
lyze a software development market shows that
both qualitative and quantitative studies were
conducted. Quantitative studies focused on the
surveys that involved a large number of partici-
pants for general and broad findings on the Ag-
ile software development market whilst quali-
tative studies through interviews, focus groups
and discussion forums with a smaller number of
informants sort an inquiry with greater depth.
This study conducted an analysis of Agile RE
activities in the South African industry to gain
more insight and provide critical review of the
approaches used. The impact of the approaches
used on the decisions taken to elicit and imple-
ment non-functional requirements, such as the
security of the system, was also of interest in
this research study.

3. Setting and Methodology

In this qualitative study, the researchers sought
to understand requirements engineering prac-
tices in Agile RE from the viewpoints of prac-
titioners in the real life South African software
development context. The following practices
discussed in Agile RE literature were covered
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in the data collection: requirements elicitation,
requirements analysis, requirements prioritiza-
tion, the security issue, customer involvement
and a general idea about Agile RE satisfaction.
A literature review on methodologies of pri-
or work in the software development revealed
that both qualitative and quantitative studies
were conducted with many studies opting for
non-probabilistic sampling techniques.

In South Africa, the population of software de-
velopment companies is unknown. In order to
obtain a statistical figure, a LinkedIn search was
conducted. The results of the search showed
165 software development companies. Using
simple random sampling, one hundred software
development companies were chosen for this
research study. Simple random sampling is a
technique where each member of the popula-
tion has an equal chance of getting selected in
the sample [28], thus making the results more
applicable to general population.

Seventeen software companies responded to
the researchers' invitation to participate in the
research. The composition of the companies in
terms of their fields was as follows: Gaming (5),
Medical (3), Transport (1), Finance (2), Educa-
tion (2) and Non-Specific (4). This cross-sec-
tor analysis ensured that the results of Agile
RE practices were not biased towards a single
sector. The composition in terms of size was as
follows: 'Less than 25 staft' (10); 'Between 25
and 50 staff' (5) and '50 and more staff' (2). A
non-probability, purposive sampling approach
called quota sampling was used to select infor-
mants from the sample population, ensuring the
inclusion and representation of all five stake-
holder categories from the sample, namely:
business analyst, product owner, customer/cli-
ent proxy, project manager and developer [28].

Thus, while the companies were chosen ran-
domly from the population, stakeholder catego-
ries were chosen purposively from the sample.
Table 2 shows involvement of the stakeholders
from different companies.

Appendix 2 provides further details on the pro-
file of the companies chosen for the research.
The data was collected through structured in-
terviews and document analyses. Documents
analyzed were the Business Requirements
Documents and use case diagrams. According
to Silverman in [29], an interview helps us to
generate the data which gives authentic insight
into people's experiences. Interviews permit
informants to give detailed information that
cannot be obtained by a survey [30]. Seventeen
face-to-face interviews were conducted with
open ended questions for an average duration
of one hour per interview.

The interview schedule was created according
to important aspects of Agile RE, such as elic-
itation, analysis, analysis and prioritization of
requirements, documentation and security dis-
cussed in the literature review. The questions
were carefully crafted to explore Agile RE
practices and developed in accordance with the
study aim. The issues chosen for the interviews
were outlined in the literature review in studies
such as [3, 4, 8, 10, 15, 18, 20, 27].

Face-to-face interviews sought detailed expe-
riences, motives, and opinions from the per-
spective of experts in the field. Interviews were
audio recorded. Questions on the interview
schedule were enumerated, which made them
easy to reference during the analysis. The re-
searchers ensured that the recording was audi-
ble for the transcriber and sufficient time was
allocated for transcribing. Transcripts were
produced from audio recordings of interviews

Table 2. Involvement of stakeholders.

Stakeholder

Company

Number Interviewed

Business Analyst

Gaming (1) and Finance (2) 3

Product Owner

Gaming (2) and Medical (2)

Customer

Transport (1) and Gaming (2)

Project Manager

Education (2)

Developer

Non-specific (4) and Medical (1)

VB ESEETEES
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and analyzed using content analysis. Appendix
3 contains a sample of the interview data and
shows the kind of responses received to each
question. Qualitative data was analyzed using
content analysis through the thematic analysis
approach with the assistance of a computer
program called Nvivo Pro [7, 20]. In order to
arrive at themes, codes were used. The study
employed a coding scheme that was repeatable,
transparent and led to objective findings. See
appendix 3, appendix 4 and appendix 5.

Coding began by choosing a small number of
well-defined labels (codes) for the transcript
responses. Appendix 5 contains coding defi-
nitions. This ensured that coding was straight-
forward and could be completed quickly and
easily. The codes that were assigned were all-in-
clusive and mutually exclusive [31]. To explain
using a concrete example from the study as a
sample of how coding was processed, consider
the question on "Provide a detailed explanation
of how the requirements were elicited for this
project?". The codes chosen for this question
were 'Elicitation techniques'; 'Tools'; 'Specific
teams'; 'Customer Involvement'; 'Role of Busi-
ness Analyst'; 'Core RE activities'; 'Communi-
cation'; 'Text Documents'. The code dimensions
chosen were clear enough so that respondents'
responses in the interview transcript could not
fall into two codes at the same time. The next
step was to codify the labels. This meant arrang-
ing things in a systematic order by aggregating
them into categories. The data was segregated
or grouped or linked in order to consolidate
meaning and explanation [31]. In the search for
patterns in the data, similarly coded data was
grouped into a single category. Intuition and tac-
it knowledge were the skills required in coding
and categorizing [31]. Taking an example, three
categories, namely: 'Elicitation of Require-
ments', 'Customer Involvement' and 'Output
Documentation' emerged from the codes using
the question in the above example. Overall, 21
categories were created in this study, as shown
in appendix 4. A theme is an extended phrase or
sentence that identifies a unit of the data. The
theme chosen is the outcome of the coding and
analytical reflection of the interviews and liter-
ature review [31]. Taking the example forward,
the three categories chosen, namely: 'Elicitation
of Requirements', 'Customer Involvement' and
'Output Documentation' were clustered into the

theme 'Requirements Elicitation'. Appendix 4
contains the entire coding scheme for all inter-
view questions.

Codes are used to give collected data meaning
[32]. Coding was a way of indexing or catego-
rizing the text in order to establish a framework
of thematic ideas about it. Codes formed a fo-
cus for thinking about the text and its interpre-
tation. The codes used for this research project
[33] were descriptive codes such as 'elicitation
techniques', categorical codes such as 'security
information sources' and analytical codes such
as 'Core RE activities'. A computer program
Nvivo Pro was used for filing and retrieving
coded information. An inductive approach was
used to arrive at the final thematic areas.

Reliability and reproducibility of the data anal-
ysis were enhanced by asking an external per-
son to redo the analysis using the same coding
definitions. Notes were compared with the ex-
ternal source to validate the data analysis. The
results showed strong correlation between the
researcher and the external person. Further-
more, more than one type of qualitative data,
namely interviews and document analysis were
used in the analysis. This allowed for triangu-
lation of the results. The researcher ensured
sampling adequacy through saturation and rep-
lication [34]. Despite a small number of respon-
dents in each company, the researcher was able
to gauge saturation when no new insights were
given by additional sources of data.

Based on the results of the content analysis and
overriding themes, several findings were made.

4. Findings

Key themes within Agile RE emerged preced-
ing the extensive literature review and the find-
ings from the qualitative data analysis. Table 3
shows the clustering of related categories into
themes.

Appendix 4 and Table 3 are the sources of the
assessment of the RE practices in the South
African software development market. The
themes emanated corresponding to the research
question were as follows: Theme 1: Require-
ments Elicitation; Theme 2: Security Require-
ments Elicitation; Theme 3: Security approach;
Theme 4: Security training; Theme 5: Custom-
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er Involvement; Theme 6: Prioritisation of Re-
quirements and Theme 7: ASD RE Satisfaction.

The study findings are discussed below, in
terms of the themes that emanated following
the coding.

4 1. Discussion under Themes

Theme 1: Requirements elicitation. Require-
ments elicitation in RE focuses on ensuring that
high quality requirements are extracted from
the user. The document review in this study re-
vealed that requirements generated for the proj-
ects are highly refined, lacking complexity and
ambiguity. It is important to note that across all
companies, the entire software development
team was not involved in the Agile RE practice
of requirements elicitation. The business ana-
lyst emerged as the most important stakehold-
er involved in meetings with the customers, to
elicit requirements. A product owner explained
that the user requirements were derived by the
business analysts who visited the client and ob-

tained the specifications for the system. They
brought the requirements back, did further
brainstorming with the project manager and
proposed the cost and estimates. Business an-
alysts generated a Business Requirement Doc-
ument with the inputs from project managers.
Customers do not play an active role. When this
document of requirements is completed, it gets
signed by the client. Thereafter, project manag-
ers take responsibility for constructing the sys-
tem in several releases. One company reported
that 5 of their clients had a business analyst on
their staff. These clients make the process of re-
quirements elicitation very easy for the software
developer, as the client's business analyst cap-
tures the critical customer requirements on the
client side. This reduces the overall RE process
time for the business analyst, since the client's
business analyst submits a completed Business
Requirements Document to the software devel-
opment business analyst. Prototyping to elicit
requirements was not widely used by compa-
nies. One developer said that, "we don't have
time to build a prototype". The data analysis

Table 3. Outcome of the coding process.

CLUSTERING

THEMES

RESEARCH QUESTION

Elicitation of Requirements
Customer Involvement
Output Documentation

Requirements Elicitation

Elicitation of Security Requirements
Security Teams
Security Risk Assessment
Identification Time

Security requirements
identification

Known Security approach
Customer Involvement
Security Policy
Benefits of security
Role of ASD Team

Security approach

What are the requirements engineering

Security Policy
Security Training
Security Awareness

Security training

practices in Agile RE in the South African
software development landscape?

Customer Involvement
Roles in prioritisation of requirements
In-house Business Analyst

Customer Involvement

Prioritisation techniques
Roles in prioritisation of requirements

Prioritisation of

Challenges in Agile RE

. requirements
Important criteria
Non-functional requirements
Team Dynamics Agile RE Satisfaction
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also revealed socio-technical tension between
requirements engineers and developers.

Table 4 below shows the summary of findings
for theme 1.

Table 4. Summary of findings for requirements
elicitation.

Noticed Agile RE practices

In 14 out of 17 companies the business analyst
elicited all requirements. Team not involved.

Prototyping was used in 4 out of 17 companies as an
elicitation technique.

Business Requirements Document generated by the
business analyst in 14 out of 17 companies.

5 companies had a business analyst on their staff.

Business analyst works independently of the ASD
team in 16 out of 17 companies.

Customers need to play a more active role in the
elicitation of requirements in 16 out of 17 companies.

Business analyst establishes viewpoints in 14 out of
17 companies.

Viewpoints captured in Business Requirements
Document in all companies.

Business analyst clarifies users' viewpoints when
necessary in 15 out of 17 companies.

Theme 2: Security requirements identifica-
tion. Security requirements focus on protect-
ing assets of the system and prevent unautho-
rised access and violation of system assets.
Common practices in Agile RE are that large
companies have dedicated security teams who
have established processes to ensure that secu-
rity requirements are identified. Small to me-
dium companies rely on the discretion of the
software development team, such as business
analyst or team leader, for identification of se-
curity requirements during requirements engi-
neering. Generally, in these companies, securi-
ty requirements are limited in number and are
generic. Security requirements are identified as
system enhancements when there is a violation,
or when the customer specifically requests it.
Sebega & Mnkandla in [10] concur with this
finding as they suggest a lack of integration in
Agile RE of non-functional requirements such
as security.

Table 5 below shows the summary of findings
for theme 2.

Table 5. Summary of findings for security
requirements identification.

Noticed Agile RE practices

Security requirements identified by the business ana-
lystin 11 out of 17 companies

Insufficient security requirements identified in 14 out
of 17 companies.

Security requirements identified at coding when there
is a glaring issue in 10 out of 17 companies.

Security requirements identified are generic (not
customised) in 10 out of 17 companies.

Customer requirements are only specified when the
company experienced a security violation in another
project and wanted to mitigate upfront in the new
project. This was the case in 7 out of 17 companies.

Security requirements were identified after a system
violation in 11 out of 17 companies.

Theme 3: Security approach. A security ap-
proach in requirements engineering is to deploy
a systematic method to unravel and identify
security requirements. In software engineering
literature, this RE process is known as securi-
ty requirements engineering. Interviews, Busi-
ness Requirements Documents and informal
discussions with developers have showed that
small to medium companies have not adopted
any known approaches to security. It was the
duty of the business analyst (a subject matter
and domain expert) through consultation with
the client to specify security requirements at the
requirements engineering phase. Owing to the
business analyst's limited knowledge on secu-
rity, very few to no security requirements were
elicited. Security approaches in general may be
factored into the design and development under
the following circumstances:

1. developer requests for security approaches
during coding;

2. customer requests security during require-
ments engineering;

3. business analyst includes security through
consultation with the client and client se-
curity policies during requirements engi-
neering.
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However, with regard to point (3) above, the re-
searcher noted, after viewing the requirements
document, that only a few critical security re-
quirements such as authentication and access
control were factored in.

Table 6 below shows the summary of findings
for theme 3.

Table 6. Summary of findings for security approach.

Noticed Agile RE practices

No formal security methodologies used in all 17
companies.

No security experts used in 15 out of 17 companies.

Ad hoc approaches on security in 15 out of 17
companies.

Developers request security approach during coding in
11 out of 17 companies.

Business analyst to ensure security requirements are
elicited through consultation with the client and client
security. These are restricted to authentication and
access control in 10 out of 17 companies.

Theme S: Customer involvement. Customer
involvement in ASD projects is an important
ASD principle and in order to reap the bene-
fits of ASD, the customer must be involved in
the software development. The content analy-
sis showed that customer involvement in ASD
was poor across all organisations. The customer
came to meetings at the beginning of the ASD
project. They were not working with the de-
velopment team on-site and were requested to
attend meetings only. If they were unable to at-
tend, the meeting was re-scheduled. They were
only involved in very crucial meetings. Some
customers had their own in-house team of busi-
ness analysts whereby they elicited all the re-
quirements, including security.

Table 8 below shows the summary of findings
for theme 5.

Table 8. Summary of findings for customer
involvement.

Noticed Agile RE practices

Customer can request security during requirements
engineering. This happened in 2 out of 17 companies.

Theme 4: Security training. Security training
in application development assists developers
to combat known vulnerabilities.

Two distinguished practices for application se-
curity training emerged. In large companies,
security training is provided for the affected
employees, whilst in smaller companies secu-
rity training is not prioritised. Furthermore, it
was apparent that stakeholders were unaware
that the latest trends in terms of application se-
curity can be sourced from security knowledge
sources such as Open Web Application Secu-
rity Project (OWASP) and Common Weakness
Enumeration (CWE).

Table 7 below shows the summary of findings
for theme 4.

Table 7. Summary of findings for security training.

Noticed Agile RE practices

Application of security training not prioritised in 16
out of 17 companies.

Poor awareness of security knowledge sources in 15
out of 17 companies.

Poor customer involvement in 16 out of 17 companies.

5 companies out of 17 had their own teams of business
analysts to elicit requirements on their behalf.

Theme 6: Prioritization of requirements.
Requirements prioritization is a very import-
ant process in Agile RE. Requirements of high
priority are implemented first, to add business
value to the customer. Incorrect prioritization
can lead to a loss of value, eventually resulting
in project failure. When security requirements
are lowly ranked, they don't get implemented.
Prioritization is an important component of re-
quirements analysis.

ASD literature supports the strategy that mul-
tiple stakeholders, for example the business
analysts, the project manager and the customer
using multiple decision making criteria, should
prioritize requirements. The study indicated
that, in Agile RE practice, only the project man-
ager, using multiple criteria decided the priori-
ty of the requirement. Project managers or the
team leaders consulted technical documents
and business analysts when necessary and pri-
oritized based on their vast experience in the
field or reached consensus with other process
owners, such as the business analyst. Six com-
panies did not implement any known require-
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ment prioritization technique and no software
application was used to assist in the prioritiza-
tion of requirements.

The project manager completed the ranking
process on behalf of the customer. He ranked
the customer's preference first, followed by
ranking according to various other criteria. This
meant that the customer was not directly in-
volved in the process.

General ranking process at an established in-
ternational software development company
was summarized by a business analyst. All
functional requirements were ranked. If the
customer has 10 requirements, they inform the
project manager what features they want first.
Customers normally advise on the basis of core
requirements. According to a senior developer
in a company, ranking is done according to the
following approach. Developers analyze the
requirements, for example if feature XX is re-
leased and the development time is 4 months
and if feature YY is released and the develop-
ment time is 2 months. When feature XX is live,
the turnover (revenue) for the customer in one
month is larger than feature YY in one month.
XX has higher revenue for the customer and is
selected for implementation. Developers con-
sider the development time and revenue to the
customer. This is known as an opportunity cost.
As a rule, developers prioritize where they can
generate more profits for the customer.

Sometimes the feature is simple and the de-
velopment time is long. In this case the proj-
ect manager informs the customer of the time
taken to release the feature. If the release of the
feature has a huge impact on the turnover, this
will be communicated by the customer. De-
spite a lengthy development time, it is chosen
for implementation. Also, there can be interde-
pendence of requirements, for example features
1 and 2 must be done before feature 5. In this
case, there is no negotiation with the custom-
er. Features 1 and 2 are both selected together
for implementation. Other important criteria
that developers consider are business value and
weight of the customer in a multi project envi-
ronment.

Non-functional requirements were not prior-
itized at 10 companies. There were standard
ways of doing things and non-functional re-
quirements were brought in from past projects.

Developers did not rank non-functional re-
quirements. Once the frameworks were in place
for non-functional requirements, it was easy for
the development team to implement at coding
stage. For example, if they wanted to create a
login screen, the encryption mechanism was
taken from the security framework. It was con-
sidered beneficial for a security framework and
a scalability framework to be added to the new
project. The need to code complex repetitive
functions was removed. Existing projects were
often used as a source of information and this
saved time, resources and money.

Table 9 below shows the summary of findings
for theme 6.

Table 9. Summary of findings for analysis and
prioritization of requirements.

Noticed Agile RE practices

No team involvement in requirements prioritization
(project manager and/or business analyst in 15 out of
17 companies.

No proper prioritization techniques used in 16 out of
17 companies.

Lack of direct involvement of customer in 16 out of
17 companies.

No specific prioritization technique in 15 out of 17
companies.

Prioritization generally takes place through consensus
in 14 out of 17 companies.

Important criteria: opportunity cost, business value
and dependence in 14 out of 17 companies.

Theme 7: Agile RE satisfaction. The research-
er explored team members' satisfaction with
Agile RE practices. Agile RE practices in this
research were used to assess the extent to which
traditional RE processes were applied to Agile
RE. The data analysis indicated that all team
members did not explicitly express their dis-
satisfaction with Agile RE practices, but rather
raised a number of concerns for improvement.

Common practice in Agile RE in the South Af-
rican industry suggested that developers were
not inclusive of customers in RE processes,
as in the case of elicitation of non-functional
requirements such as security. Developers did
not use any form of communication with the
customer to obtain input from the customer on
security issues.



44

N. Naicker and M. S. Maharaj

An observation made by the developers was
that the business analyst was not sufficient-
ly knowledgeable about the actual customer
requirements. More often than not there were
changes to the requirements that came from the
business analyst. These changes were not about
the client changing requirements, but emerged
from the lack of understanding by the business
analyst of what the client really wanted. This
hindered the development process.

The business analyst should liaise with the soft-
ware development team for technical specifica-
tions before finalizing the technical specifica-
tions document. However, the business analyst
did not get input from the team members when
generating technical specifications document,
hence compromising the quality of the require-
ments. A developer explained: "The business
analyst always misses out things. There are
always loopholes and we seldom get a perfect
requirements document".

The document review showed that requirements
are mainly in the form of user stories. These
requirements may be a task, or further broken
down into many tasks, that are managed using
project management software such as Pivotal
Tracker or Jira. Many developers misunder-
stood the idea of user stories and were of the
opinion that user stories do not give the broad
picture of the system under development as
compared to a UML diagram. When a develop-
er gets to implement a requirement, they need
to have a high level view of the system. Devel-
opers believed that they need to view UML dia-
grams to have a high level view of user require-
ments. According to [20], user stories must be
discussed and extended before implementation.

Many of the teams felt that the personality of
requirements engineers can impact the success
of the project. Personnel involved in collecting
requirements must have a good temperament to
deal with queries and share information with
the development team. Other than the customer,
they have the best understanding of the system.

Developers believed that they were not taken
seriously due to certain biases of senior stake-
holders. A business analyst explained that the
pecking order of the team was very important.
He said that, "if you are not senior in the team
ranking, nobody listens to you, even if you make
a valuable contribution". Senior team members

don't take juniors' views into account and, as a
result, it becomes very difficult and frustrating
to reason with higher authority. A junior devel-
oper confirmed that, "In scrum meetings, differ-
ence in opinion can lead to serious personality
clashes which can be detrimental to the project
and to your job security."

Altogether 10 developers felt that a require-
ments engineer is an important stakeholder in
the software development process as they gen-
erally have product knowledge, not the devel-
oper. The concern was that software develop-
ment is a competitive industry and should the
requirements engineer leave, it creates lots of
issues for the programmers. The business ana-
lyst has expert knowledge in the field and sup-
ports all stakeholders. A developer explained
that the biggest problem encountered is when
staff responsible for gathering the requirements
leave. He was working on a financial applica-
tion and was struggling with understanding the
requirements from an incomplete requirements
document. He could not consult anyone. He ex-
plained that, "lots of information is lost when
the staff member is lost to the company".

Table 10 below shows the summary of findings
for theme 7.

Table 10. Summary of findings for Agile RE satisfaction.

Agile RE practices

More customer involvement, especially for non-func-
tional requirements in all companies.

Competence of the business analyst in question in 14
out of 17 companies.

No high level view of new system by developers in 14
out of 17 companies.

Team dynamics an issue in 12 out of 17 companies.

Staff turnover a problem — no staff retention in 16 out
of 17 companies.

High workload in 15 out of 17 companies.

High paced ASD environment in all companies.

4.2. Recommendations to improve Agile
RE practices

Based on the findings in the previous section,
guidelines are provided for improvement in
professional practice.
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Table 11. Suggestions for improvement of poor Agile RE practices.

Poor Agile RE practices

Suggestions for improvement

Requirements elicitation

A prototype is used to implement customer
requirements giving them an opportunity to
experiment with the system thereby revealing any
omissions or errors [7]. Prototypes will ensure
that project goals are met and they can be used to
verify that the right system is built.

Increase Joint Application Development sessions
(JAD) during the Agile RE phase. JAD sessions
increase customer involvement and resolve con-
flicting requirements [3].

ASD companies must ensure that team compo-
sition strategies consider that the personalities

of requirements engineers must be aligned with
the principles and values of the ASD outlined in
the manifesto namely, "Projects are built around
motivated individuals who should be trusted" and
"self-organising teams" [11, 30].

ASD methodologies recommend at least a single
person who is an expert in the domain, to repre-
sent all the customers [35, 36].

e  Prototyping is not a widely used elicitation tech-
nique.

e  Business analyst elicited all requirements. Team
not involved.

e  Business analyst works independently of the ASD
team.

e  Customers need to play a more active role in the
elicitation of requirements.

Security

e Insufficient security requirements identified.

e  Security requirements identified at coding when
there is a glaring issue.

e  Security requirements identified are generic (not
customised).

e  Security requirements are only specified when
the company experienced a security violation in
another project and wants to mitigate upfront in
the new project.

e  Security requirements are identified after a sys-
tem violation.

e  Application security training not prioritised.

e  Poor awareness of security knowledge sources.

e  No security approach.

e  Small companies do not have budget for security.

In Agile RE, it is recommended that customers
have meetings with project managers to discuss
security [8].

The best time to involve all stakeholders in
security requirements elicitation is in the security
risk analysis activity where the risk factors of
requirements are assessed [23,34].

Requirements engineers must be kept abreast of
the latest trends in application security, by means
of attending annual trainings and regular consul-
tations with information from security knowledge
sources such as OWASP and CERT, to improve
their knowledge in application security [6, 8].

A lightweight security approach over more com-
plex security approaches is recommended [35].
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Poor Agile RE practices

Suggestions for Improvement

Analysis and prioritization of requirements

e No team involvement in requirements prioritiza-
tion (project manager and/or business analyst).

e Lack of direct involvement by customer.
e  No specific prioritization technique.

e  Prioritization generally takes place through con-
sensus.

e  There must be a more inclusive approach to en-
sure best practice. The prioritization of require-
ments must occur immediately after the analysis
process [3].

Agile RE satisfaction

e  More customer involvement, especially for
non-functional requirements.

e  Competence of the business analyst in question.
® No high level view of new system by developers.
e  Team dynamics an issue.

e  Staff turnover a problem — no staff retention.

e  Business analysts must have a specialist knowl-
edge of the product [36].

o  One example is to provide annual vacation trips
for top performers. This once off incentive will
motivate staff to perform well and does not come
at great cost to the company [37].

e  Poor team dynamics wastes time, money and
resources. Study [38] recommends diagnosis of
the problem, as this will differ from team to team.
Once the problem is identified, an appropriate
strategy can be put in place to improve team
dynamics.

5. Conclusion

RE is a critical factor in software development
and anecdotal evidence still suggests poor prac-
tices in the industry. The study findings reveal
that customers should get more involved in Ag-
ile RE, especially in requirements prioritization
and security. Furthermore, in South African
companies, staff retention and specialist knowl-
edge in vital RE processes, such as security, is
lacking.

A basic checklist for requirements engineers,
synthesized from the findings of the research
study to guide a regular Agile software devel-
oper on requirements engineering practices en-
sures that secure, high quality ASD applications
are produced but are also safe to use. While
there is a strong desire to align with Agile Man-
ifesto, there must be stricter adherence to the
Agile Security Manifesto to reap full benefits of
the methodology. Future research could consid-
er distributed and global software development
teams. There is a need for more research in Ag-

ile RE on distributed projects. The challenges
and best practices from research with distrib-
uted ASD teams will allow the Agile Software
Development community to gain better insight.
Researchers steer away from this kind of re-
search owing to difficulties in acquiring data.
The outsourcing of features for the systems
development may prove to be a convenient ap-
proach for incorporating security requirements
and security features. However, this needs to be
assessed empirically on the ground.
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Appendix 1
Interview Schedule for Secure Requirements Engineering in Agile

The purpose of this questionnaire is to:

e Evaluate the extent to which secure RE approaches are implemented in Agile RE practices in
the industry;

e Establish how software engineers manage client security requirements.

INTERVIEW QUESTIONS: Guided questions for stakeholders of the Agile Project

1. Researcher: What is your role in the Agile Software Development project?

Respondent:

2. Researcher: Provide a detailed explanation of how the requirements were elicited for this project?

Respondent:

3. Researcher: How did you ensure that all viewpoints were catered for during requirements engi-
neering of this project?

Respondent:

4. Researcher: At what stage in the RE process do you elicit security requirements?

Respondent:

5. Researcher: What are the other non-functional requirements identified and when were they
identified within requirements engineering processes?

Respondent:

6. Researcher: What security knowledge sources were referenced for this project?

Respondent:

7. Researcher: There are several known Security Requirements Engineering (SRE) approaches in
security literature, such as Misuse Cases, CLASP, Secure TROPOS, Anti-Models,
Abuser stories, etc. Have you implemented any structured SRE approach in this
project?

Respondent:

8. Researcher: Who was responsible for identifying security requirements in this project?

Respondent:

9. Researcher: How knowledgeable are your software engineers experts with regard to secure
software development? What level of training do software engineers receive when
working on this project?

Respondent:


https://doi.org/10.19153/cleiej.21.1.6
https://doi.org/10.1109/ESEM.2011.11
https://doi.org/10.1109/MS.2008.1
https://doi.org/10.1177/160940690200100202
https://doi.org/10.1109/MS.2008.19
http://dx.doi.org/10.9781/ijimai.2015.358
https://www.cnbc.com/id/46045960
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10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

Researcher:

Respondent:

Researcher:

Respondent:

Researcher:

Respondent:

Researcher:

Respondent:

Researcher:

Respondent:

Researcher:

Respondent:

Researcher:

Respondent:

Researcher:

Respondent:

Researcher:

Respondent:

Researcher:

Respondent:

Researcher:

Respondent:

Researcher:

Respondent:

If the software engineers are non-security experts, explain some challenges expe-
rienced by them when factoring security into the system.

Discuss your SRE approach.

Comment on customer involvement in SRE and at what stages in RE did they get
involved.

What was the main focus of your security requirements engineering approach for
this project and can you remember some of the security requirements identified?

List the detailed steps involved to elicit and analyze the security requirements for
this project. In your answer discuss identification of assets and risk assessment.

How were threats/vulnerabilities identified, rated and prioritized in this project?

What role did the client's security policy play in your SRE approach?

What would you say are the benefits of your SRE approach?

Who ranked the priority of requirements in this project?

Describe the process involved in ranking requirements and the role of security
requirements in this process of the project.

Are you satisfied with Agile RE practices employed for this project in general?
Motivate.

Do you have any suggestions for improvement of security requirements in Agile
RE practices in this project?

THE END
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Appendix 2

Company Profile

No. Size Revenue Location Target Market
1 Less than 25 staff R20 + million KwaZulu-Natal Transport
2 Less than 25 staff R50 + million Eastern Cape Finance
3 Less than 25 staff R30 + million KwaZulu-Natal Finance
4 Less than 25 staff R15 + million KwaZulu-Natal Education
5 Less than 25 staff R10 + million Eastern Cape Manufacturing
6 Less than 25 staff Not disclosed Western Cape Call Centre
7 Less than 25 staff R60 + million Gauteng Medical
8 Less than 25 staff R70 + million Gauteng Medical
9 Less than 25 staff R40 + million KwaZulu-Natal Gaming
10 Less than 25 staff R15 + million KwaZulu-Natal Education
11 Bet 25 and 50 staff Not disclosed Gauteng Government
12 Bet 25 and 50 staff R100 + million Gauteng Gaming
13 Bet 25 and 50 staff R60 + million Western Cape Gaming
14 Bet 25 and 50 staff R50 + million Western Cape Wholesale/Retail
15 Bet 25 and 50 staff R40 + million Gauteng Gaming
16 50 and more staff R100 + million KwaZulu-Natal Gaming
17 50 and more staff R100 + million Gauteng Medical
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Appendix 3

Sample of Interview Responses

Question

Company

Response

I am a team member and Junior software developer. I develop web apps in Agile

You mean for the current project right now? We had a meeting with the client over two
skypes. They were in Jhb and and we in Dbn. We talked about what they wanted to achieve
and the goals for the system. They wanted to build a Content Management System (CMS)
to manage the data that is generated by the app. We discussed what is most important for
this CMS. As the client was speaking, we were writing it down on the white board. Besides
interviews, the client also sends follow up emails.

It depends on the type of clients. If it is an institution client, then they would put their view-
points to the Business Analysis. If it is an end user client, then it would be relationship man-
agers that would visit clients on an ongoing basis (monthly). Also, clients speak to support
people. The client can also e-mail us. So, their viewpoints come to us in different ways. For
security, we have an information security team. A group of 3 or 4 individuals. They analyze
security of the organization. They deal with security from biometrics on the door, making
sure the office is locked. We get feedback from them.

11

Security is critical and important security checks are discussed early in requirements engi-
neering. We do login authentication. We also can track everything a user does. So if a user
is doing something he is not supposed to do then we can track that user via the history. Se-
curity requirements required for the project are in the BRD. Their BA must inform the client
of security issues. The client must agree to put it into the system. However, security require-
ments are kept to a min. If there is a security breach, we must know who did it and why.

14

Non-functional requirements are identified when there is a need. We focus more on func-
tional requirements. When we do take our first iteration to the customer, we get feedback.
They tell us if the app is not as accessible as they want it to be or possibly it is taking too
long to load or it's not giving the feedback we want. Based on the feedback, we add more
user stories for non-functional requirements.

14

No security knowledge sources were referenced for this project. We are expected to keep up
with new trends. This is our own initiative. Security is not the focus. Security is more on the
back burner. Security is more implied but not much is done. It is not something that we are
required to know. There are lots of mumblings about it but it never gets full attention in a
development. No, I haven't heard of Open Web Application Security Project (OWASP) and
Common Weakness Enumeration (CWE),

17

No known approaches in security. The security team is aware of the latest trends. The secu-
rity team must develop a framework for security.

11

The Business Analyst.

No — software engineers are not security experts. They do not receive training on a regular
basis. I previously worked for a larger company that had a security team with specialist
knowledge.
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Question

Company

Response

10

16

If developers look at security, they can use the templates available for security. There are so
many templates available. Those templates are already prescribed before and the developers
follow. There are templates for security, as well. No time is wasted checking for security
breaches when there are already prescribed templates for the developers to follow. There
is a checklist. The big challenge in companies is that security knowledge is based on an
individual's personal knowledge.

11

16

One approach is to use security frameworks. For example, if you are working on a particular
module like login and you can use it for all projects. You don't spend the time developing
security as you can use the framework in your projects like libraries. You leverage from it
instead of worrying about security for each project. I know about pre-written templates for
IIS with a plug in. It will check for SQL injection and malicious scripts. Another approach
is to outsource security. We also develop software for different countries. The software must
meet the regulations in each of these countries before it is deployed to those countries. The
software must fulfil security requirements. For example, for online payment there is a se-
curity company called e-cobra (number one company) that checks if security standards are
met. They will check that, for example, if you are hashing e-mail addresses. They must not
just be stored in the database, they must be hashed. These things are checked and certified
before deployment.

12

The customer gives the functional requirements. No role for customers at this stage. The BA
identifies how secure it should be and the level of security that should be there. The custom-
er may only request role based authentication (login and password), etc. but those things are
already in. Not much coming from the customers in terms of security, because security is a
non-functional requirement.

13

Requirements were drawn up based on the specifications. No security requirements was
specified other than login passwords.

14

16

No formal risk assessment. When we get requirements from the customer, these are high
level requirements. They don't break it down. After that meeting is ended, we now have a
team meeting. At the team meeting, we break everything down in terms of all the technical
aspects. Then each person is assigned tasks. You look at all the concerns for your task. The
team member does his own risk assessment, for example, this feature must not be accessible,
etc., etc. The team member decides what vulnerability he wants to mitigate against. Risk
assessment is not done collectively. It is done in isolation with the team lead and the devel-
oper who is assigned that feature. If cross site scripting is a concern of the team member, he
takes it to the team lead. The team lead makes all the technical decisions. He tells us what
to worry about. All security decisions are at the team lead's discretion and the customers'
requirements.

15

No, not done by us developers.

16

They have their own authentication servers which will house the website. Yes, they do se-
cure these servers. I suppose their security needs from their policy are somehow factored
into the product.

17

Features are developed based on what the customer asked for. We look at functionality. The
top priority is what feature the customer wants. Security comes with a standard framework
that developers use. The benefit of our approach is that it saves time.
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Question

Company

Response

18

17

Management decides on the rank of a requirement based on revenue clients deadlines. That
determines our priority. Consensus in a group (management team). Not just one person.
We use TFS. We log in requirements there. I'm not sure of any requirements prioritization
software used for this process. Security requirements are non-functional and always have
low priority.

19

If we have a timeframe to 'go live' then the project managers must be able to prioritize what
they can do. We use smart sheets to manage the project. Everything is stored in the cloud.
This also serves as a tool to rank requirements. If you worked with google docs then its func-
tionality is similar. Everyone can edit the same document. They create columns to rank the
priority of the requirements. Some requirements can't be done because of time constraints.
These requirements are pushed into support after 'go live' and come in as an enhancement.
The project manager ranks the requirements. He is assisted by the product manager and the
implementation executive. All these in-house people make all the decisions. The client is
not involved.

20

We should identify core requirements. We should also inform clients of security vulnerabil-
ities. Developers must be more open and educate clients on security issues. Clients must be
able to specify in the requirements engineering phase what security requirements should be
in the system. Developers must now work with these security requirements. Maybe devel-
opers should work on a lightweight security approach.

21

17

In my experience as a software developer I have worked for eight different companies. What
I found out is that software development very rarely starts from scratch. We are always
working on existing systems and security is already taken care of. The software is already
there we are just adding on features. We make a profit if we can sell the same product to
many clients. One should also avoid using a SQL server. We use a hierarchical database.
We use an object oriented database with chronological files. Also building lots of prototypes
is important, because only when the client views the prototype can he make changes to the
system. During requirements engineering it is important to talk about the hardware being
used. Having a protocol where the database administrator goes in and physically changes
the password every 12 hours. When someone leaves the company they cannot access the
database. Amongst other advantages, cloud based solutions have additional security. Soft-
ware is stored on a server on the cloud. Credit card information is stored offline. Your site
will divert payment to an outsourced company. This company will have security in place.
Also, it protects your company from lawsuits. You don't want your developers having access
to other people's credit card information. Archived records are encrypted. If someone steals
the database they cannot access the records. Also, it will be great to provide developers with
more security training and access to security knowledge sources.
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Appendix 4
Coding Scheme

Codes and Attributes
Interview Questions Associated with Specific Sub-group or Category
Questions
What is your role in the Agile Software Devel- Developer wa

opment Project?

Provide a detailed explanation of how the re-
quirements were elicited for this project?

Elicitation techniques
tools;

Specific teams;
Customer Involvement;
Role of Business Analyst;
Core RE activities;

Elicitation of Requirements
Customer Involvement
Output Documentation

Communication,
Text Documents
Viewpoints,
Customer Involvement;
. . . . Customer Involvement
How did you ensure that all viewpoints were Meetings; .
. . . . ; Role of Business Analyst
catered for during requirements engineering of e-mail; S
. . . Communication
this project? Tools and techniques, .
Output Documentation
Role of development

Specific teams

At what stage in the RE process do you elicit
security requirements.

Stage of Identification
Core RE activities
Security Policy

Elicitation of Requirements
Security Requirements

What are the other non-functional requirements
identified and when were they identified within
requirements engineering processes?

Types of non-functional
requirements,
Customer feedback;,
Scalability,
Performance

Non-functional Requirements
Customer Involvement
Elicitation of Requirements

What security knowledge sources were refer-

Types of knowledge sources;

enced for this project? Latest security trends; Other Security Awareness
Teams
There are several known Security Requirements
Engineering (SRE) approaches in securit
. e gl ) ‘pp Y Known SRE Approaches;
literature such as Misuse Cases, CLASP, Secure Security fi " Security Approaches
TROPOS, Anti-Models, Abuser stories, efc. ect lly. amev.vo s Y APP
. Security Policy
Have you implemented any structured SRE
approach in this project?
Customer involvement;
Who was responsible for identifying security Role of Business Analyst; Security Awareness

requirements in this project?

Team Lead;
Tools and techniques

How knowledgeable are your Software Engi-
neers experts with regard to secure software de-
velopment? What level of training do Software
Engineers receive when working on this project?

Security training;
Security knowledge

Security Training
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Interview Questions

Codes and Attributes
Associated with Specific

Sub-group or category

Questions
Security knowledge;
10. If the Software Engineers are non-security experts, New frameworks;
explain some challenges experienced by them Methodologies; Security Awareness
when factoring security into the system. Security Information
sources

Customer involvement;

security requirements in Agile RE practices on this
project?

Inform clients of security;
Fatigue and burnout,
Vendor products

11. Discuss your SRE approach. . Customer Involvement
Onsite customer
12. Comment on customer involvement in SRE and at || Security methodologies; .
. . . Security approach
what stages in RE did they get involved. Customer Involvement
13. What was the main focus of your security require- . .
. . . . Security training;
ments engineering approach for this project and . -
. . No approach Security Training
can you remember some of the security require- ) .
K i Securlty requirements
ments identified?
14. List the detailed steps involved to elicit and anal- Custome'r involvement;
. . . . Technical aspects; . .
yse the security requirements for this project. In Diaorams. Security requirements;
your answer discuss identification of assets and Mftho ds’ Security Risk Assessment
risk assessment. :
risk assessment
15. How were threats/vulnerabilities identified, rated Testing; Security Tools
and prioritised in this project? Tools Security Testing
16. What role did the client's security policy play in . .
Security polic Security Polic
your SRE approach? Ly poticy Y Y
17. What would you say are the benefits of your SRE .
Y Y Y Benefits Benefits of security
approach?
18. Who ranked the priority of requirements in this Customer involvement; Roles in prioritisation of
project? Team effort requirements
Prioritisation techniques;
19. Describe the process involved in ranking require- Important criteria; . .
. . o . . Prioritisation techniques
ments and the role of security requirements in this | Security requirements; I
. . Important criteria
process of the project. Role of security
requirements
20. Are you satisfied with Agile RE practices em- Satisfied RE praciice; Agile RE satisfaction
loyed for this project in general? Motivate New technology; Challenges
ploy pro) & ’ Changing requirements
Security engineering;
21. Do you have any suggestions for improvement of Best practices; Best Practices

Challenges
Team Dynamics
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Appendix 5

Extract of Code Definitions

Code

Meaning

Elicitation Techniques

Methods used to extract requirements from customers. These include techniques such
as interviews, focus groups, team meetings and brainstorming.

Specific Teams

These are teams within a software development company such as security team, test-
ing team, integration team and exploration team.

Customer Involvement

The role of the customer in the Agile Software Development Team.

Role of Business Analyst

The tasks that a business analyst undertakes to get customer requirements.

Core RE Activities

These activities are elicitation, analysis and prioritization of requirements, identifica-
tion of security requirements, requirements management and text documentation.

Communication

The methods used to communicate with customers to elicit requirements.

Text Documents

Documents that are the output of requirements engineering.

Viewpoints

Capturing the views of different users of the system.

Meetings

All types of meetings for developing the software.

Tools and Techniques

The different tools and techniques used in requirements engineering.

Role of development Team

Tasks undertaken by software developers.

Stage of Identification

The stage at which security requirements are identified.

Security Policy

The approved policy of the company on the security of its assets.

Non-Functional
Requirements

These requirements are not stipulated by the customer but are needed to build high
quality products. They include performance, security, number of lines of code, etc.

Customer Feedback

After an iteration the customer is required to provide a review of the work carried out.

Scalability

Ability of a software product to perform well when more users are added to the sys-
tem.

Performance

Non-functional requirement that measures the effectiveness of the system.

Known SRE approaches

Known Security Requirements Engineering approaches that are found in the litera-
ture.

Security knowledge

Knowledge of the software development team on building secure products.

Security Risk Assessment

Risk assessment conducted to determine vulnerabilities of the system.
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