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In recent years, the economy in China has been steadi-
ly improving. The financial situation of enterprises in
mainstream industries has become the focus of public
concern. However, financial statement frauds, which
occur frequently, greatly disrupt the economic order in
the country. Thus, it is of practical significance to ac-
curately identify and evaluate the audit risks of finan-
cial statements. For this purpose, this paper proposes
an audit risk evaluation model of financial statement
based on artificial neural networks (ANN). Firstly, the
authors designed the audit risk indices and quantified
the fraud factors of financial statement. Next, an audit
risk verification model was established for financial
statement and used to verify the predictions on three
aspects of financial statement, namely, audit violation
penalty (AVP), audit violation announcement (AVA),
and financial statement restatement (FSR). Finally, a
feedforward neural network was constructed based on
the homomorphic encryption algorithm, which was
subsequently used to evaluate and predict the audit
risks of financial statements. The effectiveness of our
model was proved valid through experiments.
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1. Introduction

In recent years, the economy in China has been
steadily improving, providing a solid support to
the development and growing demands of vari-
ous industries. Currently, the financial situation
of enterprises in mainstream industries has be-
come the focus of public concern, such as the

Currently, the financial situation of enterprises
in mainstream industries, such as the Internet,
finance, industrial automation, bioengineering,
medical care, and real estate [1-3], has become
the focus of public concern. The public has
raised stricter requirements on the auditing ef-
ficiency and quality of financial statement on
each project of enterprises [4—7].

Unfortunately, financial statement frauds oc-
curred frequently in the past few years, which
greatly disrupted the economic order in the in-
terested countries [8—11]. To prevent the risk of
material misstatement, The Chinese Institute of
Certified Public Accountants has issued regular
Auditing Standards for CPAs of China No. 1211
— Understanding the entity and its environment
and assessing the risks of material misstatement
[12]. Therefore, it is of practical significance to
accurately identify and evaluate the audit risks
of financial statement.

So far, the audit risks of financial statement
have been studied effectively at home and
abroad [13-16]. Ziolo et al. [17] developed a
risk evaluation model based on internal control
and operating risks, and empirically explored
the impact of business environment on the au-
dit risks of financial statement. Lucarelli et al.
[18] argued that the audit quality of financial
statement mainly depends on the economic
policy and the professionalism of auditors; if
the auditors are staffed properly, the audit can
be implemented independently at a low la-
bor cost, greatly reducing the audit risk. Bal-
an et al. [19] constructed an innovative audit
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risk-oriented model for financial statement of
financial enterprises, summarized the factors
affecting audit risks, and provided the strate-
gies to improve the existing audit methods.
Drawing on the theory of risk-oriented audit-
ing, Cerqueti and Spizzichino [20] identified
the material misstatement risks of the target en-
terprises through case analysis, which focused
on such aspects as macroeconomy, industry de-
mand, internal control, and financial statement,
selected 3—4 correlated items for audit risk
control tests, and designed concrete steps for
auditing. Chen and Khashanah [21] shifted the
focus from audit risks of financial statement
to the quantification of material misstatement
risks, plotted the risk transmission diagram for
internal risk control of key businesses in cul-
tural media enterprises, and quantified the risks
through principal component analysis (PCA).
Financial risk control can be transformed into
the processing of multi-source data, making it
an ideal application scenario of artificial intel-
ligence (AI). Al-based financial risk control
can effectively ensure security and adapt to the
high dimensionality of financial data, provid-
ing a way to implement Al in financial audit-
ing [22—-24]. Pandey and Haes [25] prepared a
financial risk control scheme based on immune
neural networks, developed both the network
and the security model in the design phase,
and verified their performance. Sharma et al.
[26] identified the factors affecting the mate-
rial misstatement risks of financial statement,
analyzed the sources of material misstatement
risks in listed enterprises, and predicted these
risks with both a self-designed logistic regres-
sion model and a neural network model, sug-
gesting that the material misstatement risks are
affected to varying degrees by factors in four
aspects: the integrity of the listed enterprise,
the external business environment, the internal
control structure, and key projects.

At present, studies on the audit risks of financial
statement mostly concentrate on internal control
of enterprises, or tackle auditing of the annual
report, economic responsibility, and liquida-
tion of a single industry. Relatively few schol-
ars have evaluated the audit risks of financial
statements. However, as the financial market
is developing and improving, the information
structure of domestic financial statements and
the audit risk mechanism have shown certain

deficiencies, which has resulted in the fact that
the financial data calculated based on these de-
ficient financial statements cannot well reflect
the true financial status of domestic enterprises;
at the same time, the few researchers engaging
in material misstatement risks merely qualified
the influencing factors, failing to quantify or
empirically analyze them. To accurately eval-
uate the audit risks of financial statement, this
paper creates an audit risk evaluation model
suitable for financial statements, by virtue of
the power of artificial neural networks (ANN)
in data processing.

The remainder of this paper is organized as
follows: Section 2 identifies the audit risk in-
dices of financial statement and explains the
process of quantifying fraud factors; Section
3 introduces a verification model for financial
statement and applies it to verify the prediction
on three aspects: audit violation penalty (AVP),
audit violation announcement (AVA), and fi-
nancial statement restatement (FSR); Section 4
constructs a feedforward neural network based
on the homomorphic encryption algorithm;
Section 5 evaluates the audit risk of financial
statement with the proposed encrypted neural
network; Section 6 verifies the effectiveness
of the constructed model through experiments;
Section 7 puts forward the conclusions of the
research. Compared with the SVM (Support
Vector Machine) + ANN model, the SVM mod-
el, the GM (Gaussian Mixture) model and other
models proposed in references [15], [16], [23],
and [24], the proposed model has higher pre-
diction accuracy, lower time complexity, and
better performance.

2. Risk Index Design and Fraud
Factor Quantification

Existing risk index selection methods have the
following three shortcomings:

1. evaluation indexes are not collected and
classified according to certain principles,
which results in insufficient logicality and
low reuse rate;

2. description of the audit risk assessment
items of the financial statement is not de-
tailed enough and has poor operability;
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Table 1. Indices for audit risks of financial statement.

Criteria Names Symbols

Definitions

Consecutive years of loss Yer

Indicates whether the net profit is negative

Proportion of non-operating

Indicates whether there is a serious non-operating

Cash flow ratio Rep

net profit and loss Prpr loss
Proportion of guaranteed P Indicates whether there is an illegal or set-over
Fraud amount G4 guarantee
motivation
M

Indicates whether there is a reliable guarantee for
the repayment of current liabilities

Under special treatment (ST)

Indicates whether the listed enterprise has suffered

AR losses for one or two consecutive fiscal years, and
or delisting risk (*ST)? Wsr . Oor W v years,
received special treatment from the stock exchange
Indicates whether there is an excessively high
State-controlled? W, W X 1vely g
SOH pressure on performance
e i e e b
transactions Prer . ¥ large prop
transactions
Total number of shares Indicates whether the proportion of outstanding
outstanding TNes shares is too small
Fraud . . . .
opportunit Proportion of public P Indicates whether there are public shareholders
PP FO Y shareholders PS attending the general meeting

Percentage of shares held by
shareholders attending the SRGum
general meeting

Indicates whether the decision-making power of the
enterprise is subject to strong supervision

Attribution of audit
responsibility Oar

Indicates whether the audit of the enterprise is
carried out by a large accounting firm

3. selection methods have not introduced any
mathematical model of audit risk predic-
tion, so preciseness needs to be further im-
proved.

Aiming at these shortcomings and drawing on
the existing literature, this paper has identified
the fraud motives and fraud opportunities in
financial statements as the most direct substi-
tute variables for fraud behaviors in financial

reports. Therefore, this paper tries to assess
whether there is fraud in the financial statement
within the framework of the two substitutive
factors. These two factors were broken down
into detailed indices, and each index was allo-
cated to one of the four levels: excellent, good,
medium, and poor. Table 1 explains the indices
for audit risks of financial statement.

The above-mentioned fraud factors need to be
further quantified before evaluating the audit
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risks of the financial statement for an enterprise.
Therefore, this paper constructs an audit risk
evaluation model for financial statement, and
uses the model to calculate the controllable ac-
crued operating net profit and the real earnings
management of the enterprise. Firstly, a joint re-
gression model was created to compute the ac-
crued earnings quality:

ACC(r) 1
TAG—1) = *aco Tag=1) T
AGR()
+ /1ACC2 m
CFA@)
o T -1y + OO
ACC(1) ) CF(t—1)+
TA(t 1) 4cc Tq(r -2) 1)
., _Cr
4 T4(1-1)
CF(t+1)
T hace TaG)
AGR(f)
+ /1ACC4 m
FA®?)
+/1ACC5 TA(t—1) + (1)

where ACC(¢) is the accrued operating net prof-
it in the period #; AGR(?) is the increase in oper-
ating income in the period # compared to period
t—1; FA() is the book value of fixed assets in the
period ¢; CF(¢) is the cash flow of the enterprise
during normal operation in the same period.

As shown in formula (1), all parameters are
compared with the total assets 7A(f) of the en-
terprise in the period ¢, thereby reducing the
interference of heteroscedasticity. During re-
gression, the number of parameter observations
is required to reach the preset value, and the
controllable accrual item is the controllable ac-
crued operatlng net profit M ACC(?), i.e., the
regression residual of formula (1).

Before computing the real earnings manage-
ment of the enterprise, it was assumed that the
enterprise management promotes corporate
performance by controlling the sales, produc-
tion, and expenses through normal operating
activities. The net operating cash flow, produc-
tion cost, as well as management and sales cost

can be solved by regressing the data on dis-
count, cost, revenue, production volume, and
expenditures on advertising, and research and
development (R&D) in each year and in each
industry. The net operating cash flow CF can be
calculated by:

CF(t) I
TaG-1) e Tag=n "
SR(?)
then Taa-nt @
ASR(?)
+ ACF3 m + 5(1)

where SR(?) is the sales revenue in the period
t; ASR(?) is the increase in sales revenue in the
same period. Under normal sales and produc-
tion circumstances, the cost GSC(¢) of goods
sold in this period can be calculated by:

GSC(r) I
TaG-1) ‘oo Tig-n 5
SR(?)
o Taopy OO

The corresponding inventory change CI(f) in
the period ¢ can be calculated by:

cry 1
TAG-1) "o TAG-1)
ASR(1)
., ASRe-D)

es 741y T o0

The production cost PC(#) in this same period
can be calculated by:

PC(1) 1
TaG-1) "o Tg=n
SR(?)
e T -1)
ASR(?) )
P TAE-1)
ASRG-1)
ret TA(E =)

+ 1
+ A

+ 1 + 0(?)
Under normal sales and production circum-

stances, the management and sales cost MSC(¢)
can be calculated by:
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MSC() |
TAG—1) ™ TAG —1) ©
b SREZD L s

s “TA(r—1)

The controllable amount of expenses M CF(t),
M _PC(t), and M_MSC(f) can be obtained by
deducting the actual net operating cash flow,
production cost, and management and sales
cost with the corresponding values fitted by (2),
(5), and (6).

The controllable amount of the real earnings
RE(t) of the enterprise can then be calculated

by
M _RE(t) =M _PC(f) - M_CF(f) - M_MSC(1).

Like the calculation of accrued operating net
profit, the number of parameter observations
must reach the preset value in order to regress
the real earnings management model.

3. Verification of the Audit Risk Model

The source of audit risks of financial statements
is closely related to the involved activities of the
company being audited. For corporate financial
statements of different industries, fraud motives
mainly comprise cover-up of business difficul-
ties, avoidance of delisting (i.e., removal from
a stock exchange) risks, making false profits
to obtain future loans, and anyway obtaining
big money. In terms of general risk factors,
potential fraud opportunities mainly include
over-concentrated equity, low probability of
being discovered, and mild punishment; hence,
it is necessary to implement the corresponding
prevention and treatment measures.

To verify the assumptions and calculations of
audit risks and fraud factors for financial state-
ment, a verification model was designed to test
the predictions of AVP, AVA, and FSR:

Syp(t+ 1)=Ayp M _ACC(2) +
+ AypyM_RE(?) +
+ Lypy FM(¥) + (7
+ AypaFO(1) +
+ AppsSyp(t) +0(2),

where Sy is the predictor variable of AVP. If
the financial statement disclosed in the period ¢
involves one or several kinds of frauds, name-
ly, fictitious profit, fictitious debt, and fictitious
asset, Syp = 1; otherwise, Syp = 0. Let S} be
the predictor Varlable of AVA. If the regula-
tor issues a violation announcement about the
fraud(s) in the financial statement disclosed in
the period ¢, then Sy, = 1; otherwise, Sy = 0.

Syt + 1) = Ay M_ACC(t) +
+ AynoM_RE(t) +
+ Ay FM(t) + (8)
+ Ay FO() +
+ AywsSym) + (1)

Let Sz be the predictor variable of FSR. If
the enterprise corrects the disclosed financial
statement under external regulatory pressure,
Spr = 1; otherwise, Sz = 0.

Spr(t+ 1) =AM _ACC(2) +
+ AppaM_RE(f) +
+ Lppys FM(¥) + )
+ ApraFO(1) +
+ AprsSpr(t) + 0(2)

The above models share the same main param-
eters. As can be seen from expressions (7)—(9),
the prediction of Syp(t + 1), Syp(¢ + 1), and
Spp(t + 1) in the period ¢ + 1 needs to consid-
er two kinds of eigenvariables at the enterprise
level i.e., (controllable accrued operating net
profit M " ACC(#), and real earnings manage-
ment M_RE(t)), while controlling the effects of
fraud motivation FM(¢) and fraud opportunity
simultaneously, as well as the actual values of
Syp(t), Syn(t), and Spx(?) in the period ¢. Note
that d(7) is the residual value of the regression
model in this same period.

4. Construction of a Feedforward
Neural Network

To accurately evaluate the audit risks of finan-
cial statement, this section proposes an audit
risk evaluation method for financial statement
based on encrypted neural networks, in view of
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the privacy and security of relevant data. The
method was designed with reference to various
audit risk evaluation strategies, Al techniques,
and encryption algorithms at home and abroad.
The calculation process of the proposed feed-
forward neural network is illustrated in Figure
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Figure 1. Feedforward neural network calculation.

As shown in Figure 1, the audit risk indices of
financial statement are imported to the input
layer of the neural network. The input Ij(z)of the
first hidden layer in the network can be calcu-
lated by:

(10)

M
2) _ (1,2) (1) 1,2)
Ij _.Ela)’f O, +bj
=

where O,V is the i-th output data of the input
layer; ;" is the connection weight between
the i-th input layer node and the j-th hidden lay-
er node; b,""? is a bias. To facilitate parameter
calculation and network operation, each layer
of the neural network is usually characterized
in the form of the matrix operation:

I(k+1) — W(k, k+1)0(k) + B(k, k+1)

(1D

where /® is the input matrix of the (k + 1)-th
layer of the neural network; O® is the output
matrix of the k-th layer; W% *D and B***D are
the connection matrix and bias matrix between
the k-th and (k + 1)-th layers of the neural net-
work, respectively. The input-output relation-
ship of nodes in each network layer can be ex-
pressed as:

Sigmoid(x) = ;x

1+e (12)

The sigmoid function was chosen as the acti-
vation function for the evaluation of the audit
risks for the financial statement. The reason for
choosing this function is that, during the ver-
ification on the predictions of AVP, AVA, and
FSR, neither ultralow prediction accuracy nor
vanishing gradients appeared when the neural
network had three layers and was trained by
mini-batch. For the binary classification of the
final prediction, the softmax function was se-
lected as the activation function:

e .
Py =—5— 5 » the output is no
el +el
o (13)
P = S0 the output is yes

where O, and O, are the activation values cor-
responding to the prediction results yes and no,
respectively; p; is the probability that the pre-
diction result is yes or no.

The homomorphic encryption algorithm adopt-
ed in this paper can construct the mapping re-
lationship between ciphertext and plaintext for
different data encrypted by the same key. Let
Encrypt(x) and Decode(x) be the encryption
and decryption operations of the encryption
algorithm, respectively. Then, the operation of
two plaintexts x and y in the ciphertext domain
can be constructed as:

{ Decode(Encrypt(x® y))=x+y (14)

Decode(Encrypt(x® y))=x-y

If the formula (14) holds, the encryption algo-
rithm is additive and multiplicatively homo-
morphic. Homomorphic encryption algorithms
are widely used in distributed computing sce-
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narios. During the audit risk evaluation for fi-
nancial statement, if the enterprise wants to rely
on the neural network to complete the evalua-
tion EP(x) of the data on audit risk indices FR
Data, without leaking the data to the neural net-
work, then the encryption and decryption need
to be implemented in the following steps:

Step 1: Generate the public key K,
and private key K, required by
the algorithm.

Step 2: The enterprise uses K, to en-
crypt the FR Data, and sends
the encrypted result FRE Data
to the neural network for evalu-

ation EP(x).

The neural network evaluates
EP(FRE Data), and sends the
results to the regulator.

Step 3:

Step 4: The regulator encrypts FRE
Data with K, to obtain the eval-

uation results.

From the above steps, it can be learned that,
during the audit risk evaluation, the neural net-
work cannot know the details about the data
without K., for the data on the audit risk in-
dices of the financial statement are encrypted.
This effectively protects the security of the in-
ternal financial data of the enterprise. Thanks
to the homomorphism of the encryption algo-
rithm, the enterprise can process the data on
the audit risk indices of its financial statement,
by virtue of the computing power of the neural
network. The execution of our algorithm is de-
tailed as follows, see Figure 2:

e randomly generate two relatively large
prime numbers a and b, so that the greatest
common divisor between ab and (a — 1)
(b—1)equals 1;

e calculate the value of ab, as well as the
least common multiple between a — 1 and
b-1;

e randomly select an integer y that satisfies
formula (15) from the reduced residue sys-
tem of (ab)*:

7" mod(ab)* -1
(ab)’

,(ab)zy}l (15)

where g is the function of the greatest com-
mon divisor; the meaning of (15) is to en-
sure that the modulo ab of " mod(ab)? has
an inverse element D = (ab)2/[y* mod(ab)?
— 1] mod (ab); after the above steps, it is
possible to obtain the necessary public key
(ab, y) and private key (z, D);

e let FR Data be the data on the audit risk
indices of the enterprise, waiting to be en-
crypted; 0 < FR Data < ab;

e randomly select a positive integer p small-
er than ab from the reduced residue system
of (ab)?;

e the ciphertext FRE Data of FR Data can
be calculated by:
FRE Data = y'®P@a . 53 mod(ab)?*; (16)

e let FRE Data be the ciphertext to be de-
crypted by the regulator, which satisfies
that FRE Data belongs to the reduced resi-
due system of (ab)%;

® FR Data can be restored by:

FRE Data® mod(ab)’ 1
(ab)’

-Dmodab.

FR Data =

(17)

5. Model Construction and
Optimization

Based on the encrypted neural network, the au-
dit risk evaluation model aims to evaluate the
audit risks in the encrypted data on audit risk
indices FR Data, and provides the evaluated
results to the regulator. As shown in Figure 3,
the model consists of an offline phase and an
online phase.

In the offline phase, the neural network is
trained with the original data on audit risk in-
dices. During training, the connection weights
and thresholds are updated continuously to im-
prove the evaluation accuracy.

In the online phase, the part of the dataset on
audit risk indices not used in network training
is encrypted with the public key, and then im-
ported to the trained neural network for evalu-
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ation. After evaluation, the regulator can obtain
the evaluation results by decrypting the output
results.

The encrypted neural network, which is based
on the homomorphic encryption algorithm,
cannot directly encrypt decimals. To solve this
problem, the real numbers of the decimal part
were converted into integers with fixed preci-
sion. Specifically, a polynomial was construct-
ed, whose coefficients are expanded by binary
coding. When the polynomial is taken at 2 plac-
es, the coded value will be returned. After the
decimal part has been encrypted, the complete
data are encrypted. The decryption steps are the
same as described in the previous section.

Since nonlinear operation does not satisfy the

mentioned in the previous section, the neural
network involves such operations as weighted
summation, activation functions, and loss func-
tions.

The weighted summation, involving addition
and multiplication, can add and multiply ci-
phertexts in line with the homomorphism re-
quirement of the homomorphic encryption al-
gorithm. The activation functions sigmoid and
softmax, both containing the exponential func-
tion, are nonlinear and pending optimization.
The sigmoid function was approximated by the
McLaughlin series:

[0 [0 o,

f@=fO+ 2+ 5

homomorphic operation of the homomorphic 18
. ; ; ; o) (18)
encryption algorithm, the nonlinear operations I S0
in the neural network must be optimized. As n!
Start
ittt sttt | —————————— 1
: Generating prime numbers a and b, which satisfy g[ab, (a—1)(b—1)] =1 ‘ E :
| v A
: Calculating the value of ab, as well as the least common multiple between % :
| a—landb—-1 =
| |
| v B
|
: Selecting an integer y that ensuresthe existence of D = (ab)*/[y'mod(ab)* — 1Jmod(ab) :
| o _________ |
o -y o
: Randomly select a positive integer p smaller than ab from the reduced ‘3 :
: residue system of (ab)? § :
| ol
| ¢ =
| |
| Encrypting FR Data to obtain FRE Data :
|
e |
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Figure 2. Algorithm flow.
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while expanding the sigmoid function by (18)
we obtain:

VST IR
f(x)—2+4x TR +480x +...

(19)
Formula (19) contains only multiplication and
addition, and supports ciphertext addition and
multiplication, as per the homomorphism re-
quirement of the homomorphic encryption al-
gorithm.

Figure 4 shows the overlap between sigmoid
function curves before and after the approxima-
tion. It can be seen that the nonlinear sigmoid
function was converted into a linear operation.
However, the approximation effect was not de-
sired when the data fell in [-o, —1.5] or [1.5,
+00]. This problem can be solved by normaliz-
ing the data on audit risk indices to [-1, 1] be-
fore network training.

The above analysis shows that the sigmoid
function is close to a linear function in [-1, 1].

p— L Determining
| = Training | connection
] weights and
Enterprise thresholds
‘ Dataset on audit risk Feedforward
Offline phase indices neural network
[ Collecting ’ =
data on | p——
auditrisk oy Evaluation
indices | ption i
i Trained neural i
Target enterprise Y Ciphertexton | |
evaluation results | |
; [T]o]o0o]0] 3
Audit__ @ ol tfo oo |
) < [Olofifolo] |
i | Control [0 [O0JO0[1]o0] Deery
! Online phase o[ofofo[1] ption
Figure 3. System structure.
09
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&
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Figure 4. Overlap between sigmoid function curves before and after the approximation.
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Figure 5. Functional error before and after linear regression.

Figure 5 shows the linear regression results of
the function in [—1, 1]. The linear function thus
obtained can be expressed as:

£(x) = 0.271x + 0.486. (20)

As shown in Figure 5, the absolute error of the
function in [-1, 1] peaked at 0.0067, which is a
desired level.

From the perspective of evaluation, the acti-
vation function softmax picks only the largest
probability, and requires no additional process-
ing. The loss function only works in the train-
ing of the neural network, without affecting the
entire evaluation process. Hence, there is no
need to consider whether it satisfies the homo-
morphism of the homomorphic encryption al-
gorithm.

6. Experiments and Results Analysis

Table 2 records the descriptive statistics on eval-
uation indices for audit risks of financial state-
ment. The sample enterprises were state-con-
trolled and audited by large accounting firms.
The experiments were performed based on a
sample set of the audit data of 1500 corporate
financial statements from 2015 to 2019. After
performing the statistical analysis, it was found

that the company had suffered continuous loss
for 5 to 6 months, but it didn't get ST or *ST
warnings. In terms of controllable accrued op-
erating net profit and real earnings manage-
ment, the average of the accrued operating net
profit of all sample enterprises was greater than
zero, and their real earnings were also great-
er than zero. The standard deviation of real
earnings management was larger than that of
accrued operating net profit, reflecting strong
profit controllability of the sample enterprises.

Table 3 lists the Pearson correlation coeffi-
cients between the evaluation indices. It can
be seen that P,p; is positively correlated with
Rcr, TN, and SR ;.. Thus, an enterprise with a
strong growth capability and high net cash flow
is unlikely to have audit risks in its financial
statement. This result is in line with the previ-
ous hypothesis.

Moreover, the correlation coefficient of Wy,
has opposite signs with respect to that of Pyp;,
Rcr, and SR, suggesting that state-owned en-
terprises with a low performance pressure are
not very likely to have audit risks in financial
statement.

Furthermore, the probability of audit risks is
low when external audit of the enterprise is per-
formed by a large auditing firm.
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Table 2. Descriptive statistics of evaluation indices.

Index Mean |Minimum | Median |Maximum gtal.ldi.lrd
eviation
Yoo 0.562 0 0.873 3 0.187 Consecutive years of loss
p 0361 0.012 0.424 0.6 0.224 Proportion of non-operating net profit
NPL and loss
Py 0.483 0.125 0.491 0.55 0.118 Proportion of guaranteed amount
Rep 0.321 0.051 0.481 0.5 0.189 Cash flow ratio
Under special treatment (ST) or
Wsr 0 0 0.5 ! 0.578 delisting risk (*ST)
Wsomr 1 0 0.5 1 0.412 State-controlled
Pppr 0.716 0.219 0.769 1 0.513 Proportion of connected transactions
TNy 0.435 0.200 0.498 0.6 0.321 Total number of shares outstanding
Ppg 0.035 0.010 0.047 0.1 0.209 Proportion of public shareholders
Percentage of shares held by shareholders
SRy 0.012 0.010 0.017 0.1 0.211 attending the general meeting
O4r 1 0 0.5 1 0.589 Attribution of audit responsibility
Table 3. Correlation test results.
Frawd? |\ Yo, |Pnpp |PGa  |Rer  |Wsr |Wsom |Prer |TNcs |Pps  |SRgy |Oar
Yo || 0.047 1
Pypp || 0-0561 | 0.036 1
Pgy | 0.0169.| 0.037 | 0.120 1
Rep || 0159 | 0.097 | 0.308 | 0.152 1
Wer | 0-137 | 0.022 | 0.176 | 0.183 | 0.398 1
Wsom | —0.095 | 0.129 | -0.177| 0.009 |-0.172 | -0.116 1
Pgpr || 0014 | 0.092 | -0.019 | 0.297 | -0.023 | 0.011 | 0.178 1
TN¢g | 0043 | 0.171 | 0.298 | 0.153 | 0.198 | 0.126 | 0.046 | 0.068 1
Ppg | —0.127 | 0.045 | -0.086 | -0.078 | —0.064 | —0.087 | 0.073 | -0.141 | -0.036 1
SRy | 0187 | 0.046 | 0.192 | 0.269 | 0.239 | 0.419 | -0.146 | 0.089 | 0.179 | -0.092 1
O4g | 0-038 | 0.028 | 0.041 | 0.079 | 0.074 | 0.039 |-0.027 | 0.019 | 0.047 | -0.004 | 0.016 1
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In addition, the absolute value of the Pearson
correlation coefficient between all indices was
smaller than 0.5. This means that the multicol-
linearity has little effect on the relationship be-
tween the indices, i.e., audit risk indices data
can be subject to multiple regression analysis.
Table 4 lists the regression results of the audit
risk indices of financial statement.

Table 4 displays the multiple logistic regres-
sion (MLR) results of Syp, Syy, and Spz. The
results show that the same statistical effect was
achieved when the financial statement of the tar-
get enterprise was measured by any of the three
evaluation items. Hence, the proposed model
can derive the probabilities of AVP, AVA, and
FSR of financial statement at a level of 9.27%,
provided that the eigenvectors (fraud motiva-
tions and fraud opportunities) and effects (con-
trollable accrued operating net profit and real
earnings management) have been controlled.

Through calculation, it can be observed that the
controllable accrued operating net profit and

the real earnings management of the enterprise
are significantly positively correlated with the
probability of audit risks for financial statement
at the level of 15%.

As for the other indices, Ppg is significantly
negatively correlated with the three evaluation
items, indicating that the public shareholders
externally supervise the financial statement of
the enterprise. P,; is significantly negatively
correlated with the three evaluation items at
the level of 1.5%, suggesting that an enterprise
with low non-operating net profit and loss has
low audit risks. As expected, the financial state-
ment faces low audit risks when the enterprise
is state-owned, and the external audit is carried
out by a large accounting firm.

For the adjustment of neural network parame-
ters, an important step is to determine the num-
ber of hidden layer nodes. The number must be
determined through careful weighing between
evaluation accuracy and time consumption.
Without changing other parameters, several

Table 4. Regression results of the audit risk indices of financial statement.

Syp Syn SFR
Coefficient Z-score Coefficient Z-score Coefficient Z-score
Yoo -0.072 (=2.79) -0.031... (-1.76) -0.029 (-2.56)
Pypr -0.207 (-2.42) -0.247 (-3.41) -0.305 (-3.94)
Pgy 0.375 (1.47) -0.129 (3.42) 0.026 (0.57)
Rcr -0.018 (-3.70) -0.021. (-3.25) -0.024 (-1.22)
Wer -0.136 (—1.88) -0.133 (-2.11) 0.068 (0.69)
Wson -0.178 (-0.89) -0.987... (-3.43) -0.351 (-0.35)
Prpr -0.079 (—0.28) -0.028 (-0.21) 0.029 (0.89)
TN¢s 0.571 (1.79) 1.295.. (6.10) 1.073 (1.94)
Ppg -0.379 (-1.02) -0.259 (=2.07) 0.459 (0.86)
SRy -0.196 (—-0.49) -0.148 (-0.59) -0.011 (-0.24)
Our -1.004 (—4.19) -0.412 (-2.03) -0.279 (-0.88)
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contrastive experiments were conducted with
different number of hidden layer nodes. From
the experimental results (Table 5), it can be
seen that the evaluation accuracy of the network
during training gradually increased and then
tended to be stable, with the growing number
of hidden layer nodes; meanwhile, the training
time, and encryption and decryption time both
increased linearly. This paper sets the number
of hidden layer nodes to 20, aiming to minimize
the computing time without sacrificing much of
evaluation accuracy.

Table 6 records the influence of different learn-
ing rates (0.01, 0.05, 0.1, 0.15,0.2,0.3, 0.4, and
0.5) on computing time and evaluation accura-
cy. The data in the table are the computing time
and the highest evaluation accuracy in each
scenario after 10,000 iterations. It can be seen
that the greater the learning rate, the shorter the
training time, and the higher the evaluation ac-
curacy. After 10,000 iterations, the evaluation
accuracy averaged at about 88%. Through com-
prehensive consideration, the most reasonable
value of the initial learning rate was determined
as 0.4-0.5.

Table 5. Influence of the number of hidden layer nodes on computing time and evaluation accuracy.

Test number Nm;;';‘:_ (:lt;léitiden Training time g;cr?;ﬂtiiﬁ:l t?::é Evaluation accuracy
1 5 80s 37.8s 88.79%
2 10 114 s 45.7s 89.15%
3 15 158s 56.7s 90.27%
4 20 277s 67.4s 90.45%
5 25 326s 80.1s 90.57%
6 30 421s 96.2 s 91.03%
7 35 569 s 120.5s 91.16%
8 40 670 s 147.8 s 91.58%

Table 6. Influence of learning rate on computing time and evaluation accuracy.

Test number Learning rate Training time Evaluation accuracy
1 0.01 493.2 s 82.41%
2 0.05 2809 s 85.74%
3 0.1 65.7s 87.24%
4 0.15 59.2s 88.11%
5 0.2 45.7 s 89.25%
6 0.3 32.6s 89.97%
7 0.4 213s 90.53%
8 0.5 14.88 s 91.05%
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Table 7 brings the evaluation performance of our
neural network. It is intuitive that the precision,
recall, and F1 score of our network were around
90% for the three items (SVP, SVN, and SFR),
which is a sign of good evaluation performance.

In our model, the audit risks are evaluated after
processing the encrypted data on audit risk in-
dices with the Paillier homomorphic encryption
algorithm and feedforward neural network. To
verify the effectiveness of our model, the eval-
uation effect of the model was compared with
that of four other evaluation models.

As shown in Table 8, the traditional classifica-
tion models, which require manual feature ex-
traction, cannot achieve the evaluation accura-
cy of our model based on feedforward neural
network. This result verifies the reasonability of
our model. Compared with the CNN algorithm
based on the fully homomorphic encryption,
our model based on the Paillier homomorphic
encryption algorithm achieved a high accuracy,
a low time complexity, and a superior perfor-
mance, under the same conditions.

Figure 6 displays the training error curve and
training accuracy curve of the proposed neural
network. As shown in Figure 6(a), the training
error decreases and tends to be stable with the
growing number of training cycles; conversely,
as shown in Figure 6(b), the test accuracy grad-
ually increases and tends to be stable, with the
growing number of training cycles.

Finally, Table 9 summarizes the evaluation per-
formance on encrypted datasets with different
number of training cycles. It can be seen that
the evaluation accuracy of test samples stabi-
lized after around 200 training cycles.

While the above empirically verified the evalu-
ation and prediction methods of financial state-
ment audit risks, there are still deficiencies re-
lated to the methods in terms of research scope,
variable definition, and sample selection. Fur-
ther studies could further seek more accurate
index measurement methods for evaluation
indexes of financial statement audit risks, also
exploring how to test the scoring characteristics
of the evaluation indexes of listed companies
on GEM and SME boards.

Table 7. Evaluation performance.

Item Comprehensive
Metric Syp Svn SFr evaluation
Precision 95.51% 87.81% 87.91% 88.18%
Recall 87.46% 89.92% 92.36% 88.27%
F1 score 92.14% 88.92% 89.18% 87.61%
Table 8. Evaluation effects of different models.
Model Processing method Encryption method Two-clas§/mul-tl-class Accuracy
classification
SVM-+ANN Discrete wavelet Two-class classification 75.82%
transform
SVM Filter bank co-space mode Two-class classification 85.61%
GMM Joint factor analysis Four-class classification 84.39%
CNN Fuzzy comp r.ehenswe Fully homorporphw Six-class classification 89.77%
evaluation encryption
Our model Pearsor? correlatpn Sem1-homorporph1c Six-class classification 90.26%
coefficient analysis encryption

Note: SVM, GMM, and CNN are short for support vector machine, Gaussian mixture model, and convolutional neural network, respectively.
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Figure 6. Training error curve and training accuracy curve of proposed neural network.

Table 9. Evaluation performance of encrypted datasets with different number of training cycles.

Type

Number of training

Training accuracy

Test accuracy

Training time

cycles

50 79.21% 80.21% 20.41m
100 81.69% 81.35% 31.86m
Encrypted dataset of 150 83.52% 85.91% 46.24m

audit risk indices of
financial statement 200 84.21% 89.42% 53.21m
300 85.18% 90.12% 66.42m
400 85.24% 90.21% 87.02m
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7. Conclusion

This paper presents an ANN-based audit risk
evaluation model for financial statement. First-
ly, the audit risk indices and the fraud factors
for financial statement were identified. Then, an
audit risk verification model was developed and
used to test the predictions on AVP, AVA, and
FSR. Through experiments, the descriptive sta-
tistics of all audit risk indices were calculated.
In this way, the Pearson correlation coefficients
between the indices were obtained, as well as
the MLR results on three items Sy, Sy and Sg.
Finally, a feedforward neural network was con-
structed based on the homomorphic encryption
algorithm and the audit risks of financial state-
ment were evaluated by the encrypted neural
network. Experimental results show that our
model achieved a good evaluation performance,
with higher accuracy, lower time complexity
and better performance than other algorithms.
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