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This study proposes a nature-based system survivabil-
ity model. The model was simulated, and its perfor-
mance was evaluated for the mobile ad hoc wireless
networks. The survivability model was used to enable
mobile wireless distributed systems to keep on deliv-
ering packets during their stated missions in a timely
manner in the presence of attacks. A prey-predator
communal defence algorithm was developed and fused
with the Ad hoc On-demand Distance Vector (AODV)
protocol. The mathematical equations for the proposed
model were formulated using the Lotka-Volterra theory
of ecology. The model deployed a security mechanism
for intrusion detection in three vulnerable sections of
the AODV protocol. The model simulation was per-
formed using MATLAB for the mathematical model
evaluation and using OMNET++ for protocol perfor-
mance testing. The MATLAB simulation results, which
used empirical and field data, have established that the
adapted Lotka-Volterra-based equations adequately
represent network defence using the communal algo-
rithm. Using the number of active nodes as a measure
of throughput after attack (with a maximum through-
put of 250 units), the proposed model had a throughput
of 230 units while under attack and the intrusion was
nullified within 2 seconds. The OMNET++ results for
protocol simulation that use throughput, delivery ratio,
network delay, and load as performance metrics with
the OMNET-++ embedded datasets showed good per-
formance of the model, which was better than the ex-
isting conventional survivability systems. The compar-
ison of the proposed model with the existing model is
also presented. The study concludes that the proposed
communal defence model was effective in protecting
the entire routing layer (layer 2) of the AODV protocol
when exposed to diverse forms of intrusion attacks.
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1. Introduction

Ad hoc On-Demand Distance Vector (AODV)
routing protocol is used to select the most suit-
able route for packet delivery from the orig-
inating node to the destination. Wireless com-
munication media generally rely on routing
protocols with multi-hop capabilities to deliver
data to desired destinations despite the dynam-
ic nature, limited bandwidth, and low power of
the computing nodes of such networks. AODV
i1s a distance vector protocol which normally
needs route establishment, which deluges the
network with a route request (RREQ) before the
route is established. A Mobile Ad hoc Network
(MANET) makes the usage of computer sys-
tems easy as it establishes a computer network
without engaging any infrastructure [1]. Inter-
estingly enough, MANET employs the AODV
routing protocol as the official protocol for net-
work communication. However, the protocol is
reactive, which implies the routes are generated
only when required. Traditional routing tables
are employed to predict the viability of a route
from time to time, by using predefined sequence
numbers to predict whether the route's infor-
mation is up to date and to avoid any form of
looping [2]. Networks that use AODV routing
protocol for communication, however, face ex-
tremely difficult security challenges [3, 4], such
as denial of service (DoS) and distributed deni-
al of service (DDoS) when multiple nodes are
involved, due to wireless, infrastructure-less,
dynamic topology, limited power and mobility
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nature of the network on the one hand and also
because AODV is a widely deployed routing
protocol for mobile wireless networks on the
other hand. These attributes make the network
vulnerable to various kinds of cyber-attacks that
occur in the form of network intrusions [5, 6].

AODV cyber intrusion takes place in the realms
of the routing layer. An intrusion is a premedi-
tated attempt to compromise the confidentiality,
integrity and availability of a network resource
[7]. Intrusion, therefore, interrupts, intercepts,
and modifies normal information and commu-
nication flow in a network as well as the fabri-
cation of false data. The result of most attacks in
this network is a DoS and when it involves many
collaborating systems, it becomes a DDoS.
Other frequent attacks on the network include
wormhole attacks, which forward the routing
control message to another colluding node usu-
ally using a high-gain directional antenna com-
munication link to prevent the completion of a
routing discovery process. The colluding nodes
create a tunnel in-between them and deceive tar-
geted nodes that they are just one hop away by
virtue of the high-gain directional antenna, thus
diverting network traffic into the tunnel [8]. On
the other hand, black-hole attacks use the capa-
bility of an intruder node to present itself as the
shortest route to destination nodes after receiv-
ing respective route requests (RREQs) from sev-
eral source nodes [9]. In another form of black
hole attack, the attacker randomly drops packets
in the network, which is termed grey hole in-
trusion. Flooding intrusion is a denial-of-service
attack aimed at AODV protocol that hijacks the
route discovery phase of its operation. The two
types of flooding attacks (RREQ flooding and
DATA flooding) hijack existing routes in a wire-
less network and flood it with an abnormal num-
ber of RREQ and data packets to non-existent
IP addresses [8]. Most attacks occur at the net-
work layer of the TCP/IP protocol stack where
AODV is actually deployed. Already, many al-
gorithms have been developed for intrusion de-
tection and prevention for the AODV protocol
layer, but yearly statistics of attacks reveal an
increase in the technical knowledge of intruders
who constantly develop innovative schemes or
algorithms for new/undocumented attacks. The
implication is that no amount of system harden-
ing can make a system completely invulnerable
to attacks.

Literature has explored the biological traits to
design algorithms for network security, such
as [10]. The model proposed in this work is
different, in that it considers the dynamic to-
pology of the network and the volatility of the
nodes in the network. Thus, this paper presents
a prey-predator model for AODV security that
enables wireless networks (MANETs, WSNs
and IOTs) to keep on delivering data to a stat-
ed destination even when there are intrusions.
This is referred to as the survivability of a sys-
tem. The survivability model empowers a sys-
tem to continue to consistently deliver on its
mandate without disruption, even when there
are intrusions, network failures, or accidents
[11]. The model encapsulates the entire integri-
ty and reliability of a system [12]. Current sur-
vivability models for AODV protocol use con-
ventional or standard security solutions. Most
of these models deploy generic algorithms that
fail to address the dynamic or morphing nature
of wireless attacks [13]. Bio-inspired surviv-
ability algorithms [14] potentially provide bet-
ter solutions but are very scarce in literature.
Techniques using prey-predator solutions are
virtually non-existent, despite their potential
for dynamic and robust defence capabilities.
The need for AODV systems to have the abil-
ity to fulfil their stated missions in the pres-
ence of any type of attack or failure, using
techniques analogous to animal prey-predator
systems, forms the basis for this work. Bio-
logical organisms have some characteristics
which can be very useful for wireless network
defence. The biological characteristics are of-
ten used for survivability of these organisms in
the presence of their predators [15, 16]. This is
employed and adapted in this work, where an
adaptive or self-tuning prey-predator defence
method is used to design a survivability solu-
tion for AODV routing protocol at the network
layer of MANET to ensure optimum through-
put at all times. The next section discusses the
existing work in this body of knowledge. The
theoretical work and the proposed model are
presented in sections 3 and 4, respectively.
Section 5 elucidates the performance evalua-
tion of the model, while section 6 presents the
simulation results. Section 7 concludes the pa-
per.
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2. Related Work

Many researchers have proposed models to
address the security weakness of the AODV
routing protocol. The developed solutions ei-
ther mitigate a single attack or group attacks in
a particular layer of the network. In quest for
a solution to the problem at hand, Bello and
Lambain [17] proposed a scheme for sinkhole
detection and mitigation in wireless sensor net-
works using AODV routing protocol, because
sinkhole is one of the most destructive attacks
on WSNs due to their many-to-one connectiv-
ity situation. This means an intruder can pose
as the base station destination and begin to sink
data and control packets intended for the au-
thentic base or controller station. To mitigate
this type of activity, the authors introduced a
delay-per-hop-indicator (Delphi) in addition to
geographical detection based on the fact that a
malicious node will need to change the delay
time (time needed by the receiver to receive
data after RREP has been sent from the source).
Delphi calculates the expected delay per hop
using the geographical location coordinates of a
suspected node from the source and compares it
with its neighbour and then indicates malicious
activity from a node when a false Delphi is for-
warded by the node. The offending node is then
eliminated from the network. The drawback to
this method is the possibility of a wrong Delphi
threshold being chosen, which can generate a
lot of false positives. According to Amish and
Vaghelain [18], AODV security was enhanced
by detection and prevention of wormhole at-
tacks when the multipath routing method was
employed in WSNs. By using more than a sin-
gle path for routing, the round-trip time (RTT)
for each node is divided by the number of hop
counts to calculate the threshold value. Individ-
ual RTTs are then compared with the threshold
value. If a node's RTT is less than the threshold
and the hop count is equal to two, then a worm-
hole activity is detected. This method is only
useful when there are multiple paths to the des-
tination node. Also, the condition that the hop
count must have the value of two to determine
a wormhole activity is suspected, because in
some cases, two cooperating malicious nodes
present themselves as just one hop count.

In the work of Ghayval et al. [19], the authors
presented a model for efficient detection and

mitigation of wormhole attacks in MANETSs
using an advanced AODV approach. This was
done by calculating the tunnelling time tak-
en between two normal nodes and an average
threshold value was set and compared with in-
dividual tunnelling times of nodes in the net-
work to detect a wormhole activity. Once a ma-
licious activity is detected, a digital hash chain
is used to block the offending link in the net-
work. The key issue in this work is the process
of generating a correct tunnelling time value.
If this is wrong, then the entire process has a
suspicious value. Following the same line of
thought, Prakash et al. [20] used a technique
that employed election for leadership to devel-
op an algorithm that uses coordination to miti-
gate the wormhole attack. A wireless algorithm
was designed to elect the leader; this is due to
the dynamic nature of MANET. There are six
steps involved in the leadership election algo-
rithm, as an interested reader can read in [20]
for more details. The leader's responsibility is
to detect the path that is vulnerable, which is the
wormhole that is a path with wormhole chan-
nel. Every node on the network will have to be
registered. For a new node to join the network,
registration is mandatory. When a coordinator
leaves, an election has to take place to elect an-
other leader or coordinator. The main duty of
the coordinator is to trace any paths that serve
as wormholes in the network and if it is a single
path, the node is immediately isolated from the
network. The result of the experiment showed
the effectiveness of the proposed model. The
throughput value for 100 nodes when there is
no attack was 90.02, when under attack the
throughput was 58.32, and while the algorithm
prevented the wormhole attack the throughput
was 89.85. The results imply that prevention of
a wormbhole attack is better than mitigating the
attack when it has occurred.

Tahboush and Agoyi [21] improved on the
work of [18] by adding packet delivery ratio
and transmission range value to RTT in the cal-
culation for the required threshold value to use
in detecting malicious activity in AODV-based
networks. Though the work provides a better
threshold value to reduce false positives, the
overhead of additional metrics may offset the
gain [21].

A survey of existing routing survivability tech-
niques as of 2013 was carried out by Ahmed
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et al. [8]. The work classified the schemes into
three main initiatives of authentication, path se-
lection and attack location with detection. This
served as a future research direction for surviv-
ability systems. In another paper, Joshi and Bi-
radar [22] used MANET head nodes to identify
malicious nodes and improve packet delivery in
AODV-based networks. This was done by first
initiating a fake packet transmission to establish
the efficiency of delivery from source to des-
tination. Thereafter, a MANET head node was
appointed to identify trusted nodes by assigning
trust levels to them. The trust factor generated
from assigned trust levels was used between
neighbour nodes to identify malicious nodes and
isolate them from the network thus improving
packet delivery. The challenge here is network
redundancy during testing and before authen-
tic transactions start, as this process can slow
down network performance. In a similar man-
ner, Ran et al. [23] proposed a blockchain tech-
nology for multipath discovery in MANET. The
authors focus their work on improving quality
of service (QoS), assuming that this will have
a direct effect on the security of the system. On
one hand, QoS rarely affects intrusion and on
the other hand, the blockchain technology used
cannot effectively cope with the dynamic nature
of MANET. Any algorithm that will work on
MANET security must be scalable.

The core contribution of the work of Bondada
et al. [24] is the ability to predict the value of
trust through the comparison of log reports of
the node with a generated ID sequence of the
nodes. As the routing protocol which arranges
its routes in advance from the most recent paths
is reactive, updating the route path to destination
is easy, but the malicious nodes make this func-
tionality highly predictable. In this work, the
trust value is calculated using a cryptographic
algorithm, energy evaluation, the rate at which
packets are delivered, node mobility and loca-
tion. Nodes with the highest trust are permitted
to transmit data, which makes the route trust-
worthy and reliable. The intrusion detection
system uses an alarm to identify attacks and
then launches the intrusion prevention mecha-
nism of the model. This reduces the attack rate
in the system far more than the existing models.
The throughput and the packet-delivery ratio of
the proposed model are better than the existing
models.

The use of machine learning is making waves
in many fields of study. A machine learning al-
gorithm was proposed for intrusion detection
by Sultanuddin and Hussain [25] for MANET.
The algorithm is based on anomaly detection
with a classified intrusion detection system
(IDS) using reinforcement learning. Decision
tree learning was used to improve the precision
of the model. The model is also based on the
agent mechanism; the cluster head / IDS agent
performs intrusion detection activities in the
system. This provides the patterns of behavior
of the individual node on the network. Involve-
ment of any node anomaly behaviour gradually
degrades network performance. The model has
improved performance over the existing model
but may be too complex for real-life implemen-
tation. The model proposed by Tesfay et al. [26]
initiated the detection and prevention of sybil
attacks in MANET. A sybil attack occurs when a
malicious device decides to distribute its identi-
ty with other sybil nodes to deceive a legitimate
device on the network. The sybil detection and
prevention model performs some analysis that
is based on past records of the device and com-
pares it with present analysis, which eventually
initiates the blocking in a real-time scenario.
The model was developed in NS-2 and normal
metrics for evaluation of MANET performance
were applied. The proposed model's perfor-
mance was 90.7% with respect to detection ac-
curacy and a 97.85% true positive rate. Abbas
et al. [27] presented a model that theoretically
analyzed the survivability of MANET routing
protocol (AODV) under DoS attacks without
any intrusion detection system. The study ex-
amined the response of reactive and proactive
AODYV under DoS attack and used this to de-
termine the survivability of AODV under DoS
attack. Also, Talukdar et al. [28] carried out a
performance analysis of AODV protocol when
under the black hole attack. This seems to be the
closest work to this study; therefore, the perfor-
mance of the proposed model is compared with
this existing model later on in the paper.

All the models reviewed above deploy algo-
rithms that either target a specific type of attack
or develop an algorithm that will have an impact
on the security of AODV but fail to address the
morphing capability of that type of attack. This
work proposes a model that is dynamic and able
to morph with the type of attack encountered in
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AODV at the network layer of MANET. It also
ensures that any network based on the protocol
is able to deliver packets consistently to the re-
quired destination without any alteration in the
face of attacks.

3. Theoretical Framework

The theory supporting this research work is
the prey-predator model. The dynamics of the
prey-predator mechanism are used to depict
the I-MANET 1-attacker system which is used
to explore MANET and intrusion attacks. The
mathematics behind the survivability model is
developed, with the service delivery is present-
ed in this section.

3.1. Mathematical Model of Survivability

The key issue in prey-predator ecology is the
population. That is, how the presence of pred-
ators affects the population growth rate. The
rate of growth of the population of a species
determines the survivability of that species.
Also included is the per capita growth rate of
individuals in ecology. The major concern in
MANET survivability design is the quality of
service (QoS) in the network, which encapsu-
lates availability, integrity, tolerance, timeli-
ness, and others. This implies that the presence
of intruders affects link quality. The capability
of maintaining good service delivery despite
attacks determines the survivability of the net-
work. The individual service delivery of nodes
in a MANET is equally important.

3.2. Modelling Link Quality or Service
Delivery

The link quality rate (change in quality of ser-
vice in a network over time) for a MANET N,
and service delivery rate a of individual nodes
in the network can be expressed as:

dN
—=aN 1
T €]
The logistic equivalent of equation (1) includes
the element of boundary or maximum carrying
capacity K of the entire MANET. The equation
then becomes:

AN _ BNy —av[1-X) 2
dT K K
where N is the present number of nodes in the

network and K the total bandwidth of the net-
work channel, as shown in (2).

3.3. One-MANET One-Attacker Model

Using the methods proposed in [29] and [30],
equation (1) is modified for a I-MANET 1-at-
tacker system. For a MANET size N and with
the intrusion type P, the equation becomes:

d—N:aN—bNP (3)
T
dp
L _gNP-sP 4
T 4)

where,
P =no. of attacker nodes
N =no. of active normal nodes
T = time taken during attack
a = growth rate of normal active nodes
b = attack rate by malicious nodes
s = rate of neutralising intrusion attack
q = efficiency of intrusion attack.

Applying the maximum capacity ceiling K of
the network, equations (3) and (4) become:

Gl aN(l —ﬁ)— NPR (5)
dT K

dP ~ B
—=PG(N,P)=P(gN =) (6)

An extension of the above to include two
MANET species (N and M), where AODV in-
trusion species P probabilities' components U
and J are adapted from [29], gives equations
(7)~9), as follows:

dN { ( N+Mj
—=N|rll1- -
dT K )

aU V P }

n n

1+aU, N(T,+VT))+aU, M(T,+V,T,)
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where the population of active nodes for the
two MANETs are N and M, respectively, and
the population of the active nodes or threats is
P, the rate at which threats are released is a,
while the probability of an attack on nodes in
MANETs M and N respectively is (U,,, U,). The
probability that a node or route i is successful-
ly destroyed after the attack is V;. Maximal per
capita growth rate of nodes / links in MANET is
r, while the time taken during early (pre-attack)
defence operations 7,. The time taken during
post-attack defence operations is represented
by 7; and the efficiency of a successful attack
operation by an intruder is €.

4. Proposed Prey-Predator Model
Design

The prey-predator model proposed in this work
is derived from communal animal defence.
This is the strategy of a group of prey animals
(analogous to vulnerable wireless networks)
collaboratively working together to survive and
frustrate or prevent an attack in the group. The
larger the number of prey (nodes or routes) in
the network, the less is the possibility of the at-
tack being successful. This strategy bodes well
for network scalability.

The nearest (1-hop neighbour) nodes are col-
laboratively employed in the design to inflict
the most damage to attackers. Table 1 compares
communal defence with the MANET/WSN
equivalents.

4.1. Communal Defence Algorithm

The communal defence model consists of
launching a collective defence by bombard-
ing the intruder with HELLO & RREP-ACK
packets. The bombardment is only done for a
regulated time (to prevent network flooding)
by 1-hop neighbor nodes to the attacker in re-
sponse to SOS packets sent by the victim to the
network. The algorithm used to achieve this is
shown in Figure 1.

Table 1. Communal prey defence and MANET equivalence.

Communal Defence Method

AODYV Network Equivalent

Prey type MANET
Single prey One node
Prey population No. of AODV routes / no. of nodes
Predator Intrusion type
Predator population Route disruption capacity or magnitude of intrusion / no. of attacker nodes

Cost of hibernation

Cost of defence (possession + usage)

Nearest neighbor

One-hop neighbor nodes

Inflicting damage

Data flood to intrusion node

Collaborative preys

Collaborative one-hop nodes
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Intrusion Detected!

v

Get IP Address of Intruder

'

Launch Communal Defence

v

1-hop Neighbours of Intruder Bombards it with
Jumbo-sized HELLO & RREP-ACK packets.
Block IP address from Route Table!

Figure 1. Communal Defence Algorithm for AODV.

This is largely a post-attack type of defence.
Once an intrusion is detected, the victim node
sends an encrypted SOS message including
the IP address of the attacker to other network
nodes (using the dynamic routing table) that are
1-hop away from it, but excluding the attacker.
These 1-hop neighbour nodes then cooperative-
ly flood the malicious node with rapidly gen-
erated HELLO and RREP-ACK packets for a
specified time. This renders it inoperable and
runs down its resources. The attacker is then
blocked from the network. The victim node res-
cued during the bombarding period is able to
forward packets to the desired destination.

4.2. Intrusion Detection System

A robust IDS is fundamental to the efficiency
of a survivable system. This is because, if an
attack cannot be detected, there is no way to
prepare for a mitigation, countermeasure, or
survivability process.

There are three broad categories of intrusion de-
tection systems, namely: signature-based IDS,
which use patterns of malicious bytes to detect
attack; anomaly-based IDS that studies the be-
haviour of a network or a node; and classify
normal from abnormal behaviours according

to a set of criteria determined by the developer
and hybrid IDS, which combines the attributes
of signature-based and anomaly schemes. This
work uses a novel technique of detecting in-
trusion, called Protocol Surveillance Intrusion
Detection System (PS-IDS). Our intrusion de-
tection system is based on the fact that TCP/
IP mobile network communication uses a set
of standard protocols or rules that a normal
or non-malicious user adheres to for effective
and acceptable communication to take place
between devices at the network layer. Since
the goal of intrusion attacks is to break rules
or violate protocol specifications, an intrusion
is therefore a violation of or non-adherence to
acceptable thresholds for a protocol.

4. 3. Communal Defence for AODV

PS-IDS intrusion detection was deployed to
monitor the weak points vulnerable to attack in
the AODV protocol, as depicted in Figure 2. An
intrusion is detected when at least one of the
following three cases occurs: (i.) the number of
route requests (RREQ) is greater than the maxi-
mal allowable RREQ in the AODV routing pro-
cess. This is the safety net embedded in AODV
to prevent flooding. Only a criminal system
violates this security threshold. (ii.) the hop
number of the destination node is less than the
hop number of the RREQ sent by the sender.
This is because the hop number of the receiver
must be greater or equal to the hop number of
the RREQ. (iii.) the receiver is not sending the
acknowledgement of the route reply (RREP).
A sinkhole node, for example, never sends
(RREP-ACK) back to the source. All the above
protocol aberrations correspond with symptoms
of intrusions, such as sinkholes, black holes,
DoS attacks, and others. The entire algorithm
describes the communal defence protection for
the network. As soon as an intrusion is detect-
ed in any part of the AODV routing phase, the
following steps are initiated one after the other:

1. The IP address of the malicious node(s)
is detected from the AODV routing table
using its destination address, netmask,
gateway, interface, and metric number as
parameters.

2. One-hop neighbours of the offender are
forced to bombard it with maintenance
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packets (HELLO & ACK) for a limited
time determined by the Optimum Explor-
ing Algorithm (OEA).

3. OEA ensures that the flooding process is
balanced between normal network activity
and the depletion of the offender's critical
resources.

4. The offender's MAC address is blacklisted
to prevent spoofing.

5. The offending IP address entries are re-
moved from the routing table.

6. Normal network activities continue.

Any transmogrification after the bombardment
of a stubborn offender would take some time
during which data transfer must take place from
source to destination. For real-time multimedia
applications, PS-IDS ensures that any further
attack at any other part of the protocol is dealt
with the same way, thus offering real time pro-
tection for the entire layer.

5. Model Evaluation

The complexity of the model simulation re-
quired the use of OMNET++ and MATLAB
simulation tools. OMNET++ was the main tool
for protocol and parametric simulation, while
MATLAB was used to simulate the mathemat-
ical model. The results of the two tools were
then cross-validated.

5.1. Performance Metrics Definition

The four performance metrics used to evalu-
ate this model were: network load, network
throughput, packet delivery ratio and end-to-
end delay. The metrics were selected to bench-
mark the proposed model fused into AODV
with the existing AODV without the security
mechanism. This approach was used to show
the level of load added by the security model to
the protocol.

Save Message in
(Queue: Initiate RREQ:
GET RREQid; Last
Known Hop No. for

A 4
Increment Hop
No.of RREQ

A
| B roadcast EREW‘
Neighbour Nodes
et i SCreate
Reverse Route Back to
Source

- - TRET
to Source, RREP Includes
No ofHops to Receiver
& Sequence No.

>
Each Node Recetving RREP
Creates forward route to
Receiverin Route Table and
adds the transmitting node to

Receiver Node e

Get IP of Intruder]
BlockIP

Y

Launch CHREMO
Communal Defence

y

precursor list

.

L

y
Recetver Sends RREP-A CK to
Source

1 | Discard RREQ

Source Forwards Message l

1-hop Neighbours of Intruder
Bombards it with Tumbo-sized
HELLO & RREP-ACK packets

Figure 2. Algorithm for network communal defence of the AODV protocol.
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5.1.1. Network Load

Network load measures the amount of traf-
fic generated during the discovery and main-
tenance processes of a protocol, for example,
the total number of Hello, RREQ, RREP and
RERR packets in the protocol. Factors contrib-
uting to high overhead include the size of the
network — which is important for multiple hops
from source to destination, and the mobility
rate, as more links are made and broken arbi-
trarily when mobility increases. The lower the
load or overhead, the higher the throughput of
the network and the more efficient the protocol.

With respect to AODV, the total routing over-
head is the summation of all the content in-
volved in the communication. It is given as fol-
lows:
Routing Overhead =
Total no. of HELLO pkts +
Total no. of RREQ pks +
Total no. of RERR pkts +

Total no. of RREP pkts

(10)

5.1.2. Network Throughput

The throughput is the ratio of the total amount
of data received from a sender to the time it
takes for the receiver to get the last packet. It
is expressed in bits per second or bytes per sec-
ond. A high network throughput is desirable
for protocols; however, one factor that affects
throughput in AODV routing is mobility — the
higher the mobility, the lower the throughput.
This is because higher mobility leads to fre-
quent topology changes, which in turn affect
data being sent to different destinations.

5.1.3. Packet Delivery Ratio

The packet delivery ratio is measured by the
quantity of the data delivered to the destination
divided by the amount of data packets sent by
the source. It effectively measures the loss rate
and represents the maximum throughput a pro-
tocol may achieve. A high packet delivery ratio
is desired in any efficient protocol. Here also,

mobility must be factored in. Generally, the
packet delivery ratio is expressed as:

Total packets delivered

Packet delivery ratio =
Total packets sent

(11)

5.1.4. End-to-End Delay

The network end-to-end delay is defined as
the average time a packet routes its path from
the source to the destination. The time taken
includes time spent on queue buffers, trans-
mission time, and other delays introduced by
routing activities. Different applications have
different levels of tolerance for delays. While
some applications can tolerate delays up to a
certain threshold, voice and video applications
require low delays to avoid jitters. End-to-end
delay therefore measures the effective reliabili-
ty of a protocol. A strong factor here is the mo-
bility of the nodes; namely, the higher the rate
of mobility, the higher the delay incurred by the
network.

5.2. OMNET++ Simulation Experimental
Setup

OMNET++ was configured to determine the
performance of AODV based on the specified
parameters. The INET framework module suite
in OMNET++ was employed for the simulation
because of the vast set of models it possesses
for MANET and the ability for a user to cus-
tomise the output vector statistics as required.
The INET contains various frameworks that
can simulate other networks. ManetRouterNet-
work Description (NED) was selected because
it is the tool developed mainly for MANET
simulation. In this work, three classes of sce-
narios were modeled and simulated. Each setup
was used to model (i.) a normal protocol (ii.)
the protocol under attack and (iii.) the protocol
with a defence countermeasure. The parame-
ters for the experimental setup in OMNET++
are shown in Table 2 and the simulation setup is
shown in Figure 3.
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Table 2. Parameter settings for the AODV protocol in

OMNET++ simulation.
Parameter Value
Simulation time (s) 3600
Number of nodes 100
Simulation area (m) 500 x 500
Sending interval (s) 0.1
Protocol AODV
Node speed (m/s) 2
Data rate (Mb/s) 15
Transmit power (W) 2.0 mW
Number of channels 10
Carrier frequence (Hz) 2.4/5 GHz
Traffic model TCP
MAC protocol IEEE 802.11g

Packet size — CBR (bytes)

10

Mobbing #0: SimpleREQ

5.3. MATLAB Experimental Setup

This is a post-attack defence mechanism where
1-hop neighbour nodes are triggered to coopera-
tively flood a malicious node with useless jum-
bo packets for a specified period of time in order
to render the attacker useless and run down its
resources after being blocked from the network.
The victim node is rescued by redirecting its
packets through an available 1-hop neighbour to
their destination. The parameter settings for the
simulation in this environment are:

Cost of defence {C,, C,, C},} (12)

Where the cost of possessing early defence is
C,, the cost of possessing late defence is C, and
the total defence usage cost to escape and sur-
vive is C,,.

The communal defence operates as a post-attack
mechanism. However, every MANET node (m
or n, where m is an active, and n is a passive
node) is designed to possess both pre-attack and
post-attack defence components, though both
may not be used at the same time. Hence, the
possession cost of both defences will still be in-
curred. All costs are relative to the cost of node
destruction, which cannot exceed 1. This work
assumes a hostile environment, where attackers
are persistent in their malicious operations as
well as a mission-critical financial application

€ IPM v o8 @

Mg stats: 38T soheduled / 1042 existing /' 3521 created

Figure 3. Simulation setup for the AODV protocol with communal defence.
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aimed at delivering its mandate in a timely fash-
ion. This implies that the rate of encounter a of
a MANET with malicious nodes is high, as op-
posed to a friendly environment. Each node's en-
counter rate with attackers is given by equation:

4= aP ’
" | 1+aUN(T.+V,T))+aUM (T, +V,T,)

(13)

where a; 1s a, or a,,.

The maximum carrying capacity K is deter-
mined by the bandwidth and stream data rate
available to nodes for routing or data transmis-
sion. Using the 802.11n protocol with a band-
width of 20 Mhz and a maximum data rate of
288 Mbits/s available, the maximum carrying
capacity will be 250 nodes for an effective
throughput, by allocating 1 Mbits/s for data
transmission assuming that all nodes transmit
simultaneously. The number of mobile nodes in
the master MANET (¥) is 100. In this defence

module, the second MANET (M) is redundant,
and the number of active nodes is assumed to be
1. This implies that though the second MANET
1s a backup, it is in a wait state but not dead. The
number of intruder nodes is determined by the
type of attack. For this module, the network is
exposed to a wormhole attack, which requires
two colluding nodes intercepting and dropping
packets in a network. The probability of at-
tacking a MANET node U, or U,, that deploys
the communal defence is a bit higher than the
pre-attack methods. The probability that a node/
route n or m in MANETs N or M respectively
is successfully destroyed after attack (V,, V,,) is
however very low for communal defence. The
growth rate 7 is a fraction corresponding to the
difference between the total numbers of active
nodes in a MANET minus the number of dead
or inactive nodes divided by the total number of
active nodes before attack. More details on the
communal defence simulation parameters are
given in Table 3.

Table 3. Communal defence simulation parameter settings.

Parameters Value
Population of active nodes or route links in MANET 1 (V) 100
Population of active nodes or route links in MANET 2 (M) 1
Population of malicious nodes or threats (P) 2
Encounter rate of intruder with MANET (a) 0.8
Probability that an intruder node attacks a node i when within range (U;) 0.1
Probability of attack on nodes in MANETs M and N, respectively (U,,, U,) 0.1
Probability that a node or route i is successfully destroyed after an attack V; 0.1
Probability that nodes / routes m and n in MANETSs M and N, respectively, are successfully destroyed after 0.1
attack (V,,, V5)
Maximal per capita growth rate of nodes / links in MANET (r) 0.55
Maximum carrying capacity of the two MANETs N + M (XK) 250
Time taken during early (pre-attack) defence operations (T,) 0.05
Time taken during post-attack (late) defence operations (77) 3
Efficiency of a successful attack operation by intruder (€) 0.01
Decay rate of the intrusion attack (d) 0.8
Cost of early defence by node i (C,;) 0.08
Cost of late defence by node i (Cy;) 0.35
New maximal per capita (link quality) growth rate » for node i with possession cost for (- (1 —= C,;— Cj;)) | 055
Defence usage cost to survive and escape (C,; = C,; + C;) 0.43
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6. Results and Discussion

This section discusses the simulation results of
the proposed model for the purpose of analy-
sis. There are two sections; the first one covers
the MATLAB simulation results and the second
one covers the OMNET-++ simulation results.

6.1. Mathematical Model Simulation
Results in MATLAB

MATLAB was used to test the mathematical
engine of the entire framework. The goal here
was to test the mathematical behaviour of the
AODV communal defence system. Classical
Lotka-Volterra models normally yield sinusoi-
dal waveforms in the face of attack [16]. This is
unacceptable for a mission-critical application
on the networks. For computer networks, this
implies the following:

1. At time ¢ = 0 of an attack, the intruder
and victim node on a network have zero
throughput.

2. As time elapses, the attacker gets stronger,
and the resources of the victim node gets
continually depleted.

3. At time ¢ = maximum, the attacker takes
over the entire node or network deploying
its maximum payload.

4. After t+ = maximum, the victim node is
'overpowered', but the decline of the at-
tacker begins since it has no other resourc-
es in the victim to attack.

5. As the attacker withdraws its payload, the
victim resumes operation.

6. Procedure goes back to (1) above.

The above model scenario is unacceptable,
since there is no survivability of the network
nodes.

Further adaptation of the basic mathematical
model to include elements of attack probabil-
ities, early and late defence methods, is nec-
essary. An acceptable model should yield an
asymptotic throughput and cascading attack
remission when a defence mechanism is acti-
vated. Hence, the results in this section show
that when defence capabilities are coupled with
Markovian attributes and, when factoring in
the maximum capacity of a network, a stable
system denoting survivability is achieved. In
this study, there are two types of MANETs em-
ployed. MANET N is the active network while
MANET M serves as a backup for the active
MANET at time ¢ = 0 (reference when there is
no attack), when MANET N throughput is 100
units, and the backup MANET M is 15 units.
The intrusion magnitude is 10 units. On de-
ploying the communal defence, MANET N in-
creased steadily to 230 asymptotically, MANET
M equally increased throughput to 22 units and
the intrusion decreased to 0 units within 2 sec-
onds, as shown in Figure 4.

The figure shows the expected result, namely
that a modified classical prey-predator system
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Figure 4. Simulation result for communal defence.



A Prey-Predator Defence Mechanism for Ad Hoc On-Demand Distance Vector Routing Protocol 79

can model survivability behaviour of network
species under attack from network intrusion
species.

6.2. OMNET++ Simulation Results

OMNET++ was used to simulate the behaviour
and responses of the AODV protocol for the
deployment of the communal defence scheme
against attacks. Four measurement criteria were
employed for the evaluation of the algorithm.
The result of the experiment is presented in the
following sections. The number of nodes in-
volved in the simulation during the experiment
was 100. Constant bit rate (CBR) was used for
data transfer among the nodes in the MANET
environment. The wireless standard was [EEE
802.11g with different data (bits) and transfer
rates for each layer. The dimension of the sim-
ulation area was 100 x 100 square meters. The
attack models for this routing layer were sink-
hole, black hole, and DDoS attacks. The results
of the collaborative or communal mechanism
show a network delay of 3 milliseconds, a rout-
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(c) The delivery ratio of the system.

ing load of 3970, a delivery ratio of 80% and a
throughput of 700 packets/second.

Using maximum throughput, low delay, low load,
and maximum delivery as measurement criteria,
the communal defence performed better on layer
2 (AODV) of the protocol stack when compared
with the same network without the deployment
of the predator-prey communal defence system.

The simulation results show that the prey-pred-
ator model has a relatively lower delay when
compared with the normal AODV under attack,
as shown in Figure 5 (a); nevertheless, the load
incurred in the prey-predator model is slightly
higher than AODYV under attack, as presented in
Figure 5 (b). The normal AODV delivery ratio
under attack is far lower than the delivery ratio
of the pre-predator model, as presented in Figure
5 (c) and the throughput of the AODV under at-
tack is also far lower than the pre-predator mod-
el as depicted in Figure 5 (d). It is clear from the
simulation results that the proposed model has
an impressively better performance than AODV
when subjected to the same condition.

LOAD With
Prey-
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Normal Defence
g 4000 AODV
j‘% Under
a 2000 Attack
B &
(b) The load incurred in the system.
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(d) The throughput of the system.

Figure 5. The simulation results for the prey-predator model.
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6.3. Performance Comparison of the
Proposed Model with Existing Model

The closest model to the proposed model found
in the literature is the one by Ibrahim et al. [28].
The results of the proposed model were com-
pared with the existing model using the per-
formance metrics common to the two models
which are packet delivery ratio, load, and delay.
Figure 6 (a), (b), and (c) presents the results of
the comparison of the two models.

Figure 6 (a) shows the packet delivery ratio be-
tween the two models. The packet delivery ra-
tio of the proposed model is 80%, the existing
model has a 40% packet delivery ratio during
attack, while the normal AODYV has 90%, but
the performance under attack dwindles to 20%
under attack. Thus, the proposed model per-
formed better than the existing model in terms

of packet delivery ratio. The performance of
the two models was also compared based on
the load incurred during attack as depicted in
Figure 6 (b). It is shown that the normal AODV
incurred a delay of 5 ms when under attack; the
delay experienced in the existing model was
0.55 ms, which is far lower than the delay ex-
perienced in the normal AODV under attack.
The performance of the existing model using
the delay as a metric seems inconsistent with
the available data in the literature. The securi-
ty measure embedded in the AODV protocol is
a code which will take some time to run and
thus should incur more delay than the normal
AODV. This indicates that normal route main-
tenance packets are suspended in the existing
model thus making the parameter result of the
metrics unreliable. The last metric used for per-
formance comparison is the load experienced in

100 90 . : °
—  Pagket Delivery Ratio 8 s DELAY
380
O 4
860 W 3
g 40 £,
§’4 20 2
20 0.55
Y, O ] : °I
0 0 |
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Figure 6. The comparison of the proposed model with existing models.
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the models. The load of the proposed model is
1.32 packets, while that of the existing model is
3.0 packets, as shown in Figure 6 (c). The pro-
posed model performs better than the existing
model.

7. Conclusion

In this paper, a prey-predator scenario is mod-
elled and simulated in a stochastically dynam-
ic environment. The AODV routing protocol,
which is widely accepted as the "de facto" rout-
ing protocol for MANET, is used as the test bed
for the simulation. Black hole, grey hole and
DDoS attacks were used as the attacks' models
on MANET. During the simulation period, the
network environment is assumed to be hostile,
with the attackers being persistent. The simula-
tion results show that the security mechanism
embedded in OADV did not add too much load
on the routing protocol, therefore, the through-
put of the system is still within an acceptable
threshold. This work can be extended for other
network attacks on the MANET. The work can
further be fully implemented using an appropri-
ate programming language.
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