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After the communication-based train control system 
is migrated to a cloud computing environment, it will 
face new and complex security risks caused by the 
deep coupling characteristics of cyber-physics. To this 
end, based on complex network, fault tree analysis, 
and attack graph theory, the research constructs a cy-
ber-physical coupling risk model that can quantify the 
importance of nodes and the probability of multi-step 
attacks. Subsequently, the "state-action-reward-state-
action" (SARSA) algorithm is innovatively introduced 
to automatically search for the optimal attack path that 
can cause the greatest cumulative risk by simulating 
the attacker's decision-making process in the model 
environment. The results revealed that the node degree 
of the physical master node was as high as 36.14, and 
it was accurately identified as the most critical node 
of the system. Meanwhile, the cumulative risk value 
of the optimal attack path discovered by the SARSA 
algorithm was 85.4, which was higher than that of the 
comparison algorithm. In the application verification, 
after deploying security measures, the system risk val-
ue assessed by this method was significantly reduced 
from 85.4 to 31.2, a decrease of 63.5%. It shows that 
the proposed cyber-physical coupling risk modeling 
method can effectively identify the key risk nodes of 
the system, and the SARSA algorithm can effective-
ly solve the optimal attack path optimization prob-
lem. The significance of the research is to provide a 
quantifiable dynamic risk assessment framework and 
a lightweight solution for security defense in an edge 
computing environment.
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1.	Introduction

With the development of urban rail transit to-
wards networking and intelligence, commu-
nication-based train control systems (CBTCs) 
have evolved into typical large-scale cloud-
based cyber-physical systems (CPSs) [1-3]. 
Although these systems achieve efficient train 
scheduling through wireless communication, 
their open network architecture also introduc-
es complex network physical security threats. 
Traditional security analysis methods are dif-
ficult to cope with this highly dynamic and 
strongly coupled industrial control environ-
ment, posing serious challenges to existing 
security modeling and defense mechanisms 
[4-5]. In this context, an important challenge 
is how to use computational intelligence to ac-
curately model and quantify network physical 
security risks and adaptively optimize them in 
the complex topology of cloud-based CPS. Ex-
isting research has difficulty considering the 
causal logic of attack paths and the real-time 
nature of defense decisions simultaneously [6-
7]. Therefore, it is necessary to construct a hy-
brid computing framework that can integrate 
structured prior knowledge with data-driven 
learning.
"State-action-reward-state-action" (SARSA), 
as a classic and efficient same-strategy rein-
forcement learning (RL) algorithm, has been 
widely used to solve various complex sequence 
decision-making and optimization problems. 
Liu et al. proposed an intelligent scheduling 
method based on the improved SARSA frame-
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work to solve the problem of a lack of effi-
cient automation solutions for main production 
scheduling. The results showed that the conver-
gence and scheduling efficiency of this method 
were significantly better than traditional meth-
ods and other RL algorithms [8]. To achieve 
an accurate prediction of battery power of rail 
transit workshop robots, Peng et al. proposed 
a hybrid prediction model based on the SARS 
algorithm. The results revealed that the hybrid 
model based on SARS had better accuracy, ro-
bustness, and adaptability on real data sets [9]. 
In summary, the SARSA algorithm has shown 
great potential in multiple fields such as pro-
duction scheduling, equipment prediction, and 
autonomous driving. The research mainly pro-
poses a modeling and evaluation method for 
information physical coupling security risks in 
CBTC systems. This method establishes an in-
formation physics model to comprehensively 
characterize the assets, functional dependen-
cies, and attack vectors of cloud-based CBTC 
systems. Then, the SARSA algorithm is intro-
duced to automatically search for the optimal 
attack path by simulating intelligent attacks. 
The cumulative risk of this path is used as 
the quantitative evaluation result of the over-
all system risk. This allows for the accurate 
identification of the most dangerous attack se-
quence faced by the system.

2.	Contributions and Novelty

The research's innovation and contribution lie 
in constructing a weighted, complex network 
model that abstracts the physical and network 
topologies of CBTC. This solves the problem of 
mapping interactions between heterogeneous 
nodes. Meanwhile, a dynamic risk assessment 
algorithm combining fault tree analysis (FTA) 
and attack graph is proposed. This method uses 
FTA to identify the logical root cause of phys-
ical faults and determine the lateral movement 
path at the network level using attack graphs. 
This method achieves joint quantification of 
cross-domain risks. In addition, for dynamic 
attack scenarios, the study modeled defense 
strategy generation as a Markov decision pro-
cess and designed an improved SARSA RL 
algorithm. This algorithm can automatically 

identify the optimal defense action sequence 
through online learning in uncertain network 
environments. This method is superior to tra-
ditional static defense strategies.

3.	Research Methodology

In a cloud computing environment, in order 
to implement CBTC system security risk as-
sessment, this research constructs a coupled 
risk model that can accurately describe the 
cyber-physical characteristics of the system. 
Based on this model, the advanced intelligent 
algorithm SARSA algorithm is used to con-
duct risk assessment on potential optimal attack 
paths.

3.1.	Modeling for Cyber-physical Coupling 
Security Risks in CBTC Systems 
Based on Complex Networks and 
Attack Graphs

The overall architecture of cloud-assisted 
CBTC network physical security analysis de-
signed for research is shown in Figure 1. The 
framework uses a hierarchical, modular design 
to address security risk quantification and path 
optimization issues in heterogeneous CBTC 
environments. The first layer is the complex 
network abstraction layer, which abstracts the 
physical entities and network entities of the 
CBTC system into heterogeneous complex 
network models. The second layer is the phys-
ical coupling network layer, which connects 
physical and network security. The node de-
gree index of fusion control weights is calcu-
lated by introducing an FTA, quantifying the 
logical roots of physical side accidents, and 
projecting physical risks to network nodes 
through mapping functions. The third layer is 
the attack graph generation layer. It combines 
lateral movement rules to dynamically gener-
ate state attack graphs. This process involves 
discretizing continuous attack processes into 
the state space of Markov decision processes. 
The fourth layer is the RL optimization layer, 
which deploys an improved SARSA algorithm.
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neous complex network model is constructed, 
denoted as GCPS = (N, E, Φ). Among them, N 
represents the set of nodes. In this structure, P 
represents a set of physical nodes. V represents 
a set of cloud service virtual nodes, which are 
virtual machines running CBTC core business. 
Each computing node contains 4 subsystem 
virtual machines. O represents the vehicle 
mounted controller device node outside the 
cloud platform. It receives information domain 
instructions and executes physical domain 
control. E represents the set of edges, and Φ 
is the coupling function. If node 1 is attacked, 
the probability of damage to node 2 is deter-
mined by Φ(1, 2). In CBTC systems, the core 
element ensuring safe and efficient train opera-
tion is the computation and transmission of the 
movement authority (MA) [13-15]. Therefore, 
the study adopts the MA transmission path as 
a key metric for evaluating network function-
ality. The schematic diagram of the MA trans-
mission path is shown in Figure 3.

To accurately depict the complex character-
istics of the cloud computing-oriented CBTC 
system in the structural, functional and securi-
ty dimensions, the study first introduces com-
plex network theory and abstracts the system 
into a dynamic network model containing mul-
tiple types of nodes and complex connection 
relationships. On this basis, FTA is used to an-
alyze key business logic and quantify the influ-
ence of each network node in train operation 
control. Finally, combined with attack graph 
theory, a complex network risk model that can 
describe persistent network attack scenarios is 
constructed, as shown in Figure 2.
After the traditional CBTC system architecture 
is migrated to the cloud computing platform, 
its asset composition and interactive relation-
ships have undergone fundamental changes. 
The system is no longer just a collection of 
signaling devices, but has evolved into a hy-
brid containing physical infrastructure, virtual-
ized resources, and external on-board devices 
[10-12]. In Figure 2, a three-layer heteroge-

Figure 1. Overall architecture of cloud assisted CBTC network physical security analysis.
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Figure 3 depicts a set of nodes and edges form-
ing an MA transmission path that originates 
from a virtual node, traverses physical nodes 
and network devices, and ultimately reaches 
the vehicle-mounted controller device node. 
In complex networks, node importance is typ-
ically measured by degree [16-18]. However, 
simple degree fails to reflect a node's functional 
significance in critical operations such as MA 
transmission. To address this, this study pro-
poses a node degree calculation method that 
integrates control weights. The reason for using 
this indicator instead of directly using the stan-
dard network centrality indicator in the study is 
that the CBTC system has asymmetry. Standard 
graph theory indicators only focus on network 
topology connectivity, ignoring the physical 
control logic and consequences of accidents 
behind nodes. Among them, betweenness cen-
trality measures the ability of nodes to act as 
information bridges. Many critical security ex-
ecution devices are at the end of the network 
topology, with metric values close to 0. Once 
these nodes are compromised, it will directly 
lead to train derailment or collision. The node 
degree that integrates control weights can ac-
curately identify key nodes at the topological 
edge and secure the core by introducing a phys-

ical importance weight, which is calculated by 
FTA. Meanwhile, proximity centrality indica-
tors cannot distinguish the physical value of 
target nodes. In addition, in industrial control 
systems, a common sensor triggers the emer-
gency stop action of the core controller directly 
through hard wired logic. The centrality index 
of feature vectors is difficult to capture this 
cross domain causal relationship. The degree   
of node   is calculated as shown in Equation (1).

δi = α × Ci + β × ωi                  (1)

In Equation (1), Ci represents the number of 
connecting edges for a node. ωi denotes the 
control weight of node i. α and β are weight co-
efficients. For the calculation of ωi, the study 
introduces the FTA method. For each MA trans-
mission path, a fault tree is constructed that 
cannot be connected. The top event of this fault 
tree is termed MA transmission path interrup-
tion, while the bottom events represent failures 
of physical or virtual nodes within the network. 
The redundant architecture, cluster fault-toler-
ance mechanisms, and dependencies between 
virtual nodes and physical nodes are described 
using logic gates [19-20]. After completing 
system modeling and quantifying node impor-

Figure 2. Complex network risk model.
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tance, the attacker's perspective must be intro-
duced to assess the system's security vulnera-
bilities. Attack graphs serve as an effective tool 
for describing such multi-step attack processes. 
An example is shown in Figure 4.
In Figure 4, gray circles represent different vul-
nerabilities, and directed edges represent attack 
associations between vulnerabilities. There are 
three attack paths that can reach the attack tar-
get, namely (attack starting point 1→vulnerabil-
ity 1→vulnerability 2→target), (attack starting 
point 1→vulnerability 1→vulnerability 3→tar-
get), and (attack starting point 2→vulnerabil-
ity 2→target). The study constructs an attack 

graph scenario based on complex networks, 
formally represented as a triplet A = (I, L, T). 
Among these, I denotes the set of nodes with-
in the complex network, L describes the attack 
association relationships between nodes, and T 
represents the set of exploit templates [21-22]. 
The study employs the common vulnerability 
scoring system (CVSS) to quantify the proba-
bility of exploitation for individual vulnerabil-
ities. The probability P(ε) of exploiting a vul-
nerability ε is determined by its exploitability 
metric, as shown in Equation (2).

P(ε) = M × AV × AC × PR × UI        (2)

Figure 4. Example of Attack Diagram.

Figure 3. Schematic diagram of MA transmission path.



50 L. Deng, Z. Ping and H. Xiong

In Equation (2), AV, AC, PR, and UI are metrics 
defined by CVSS, representing attack vector, 
attack complexity, privilege requirement, and 
user interaction, respectively. M is a constant. 
The success probability P(Au) of a unit attack  
Au on a target node is defined as the maximum 
probability of exploitation among all vulnera-
bilities exploitable on that node by an attacker 
who satisfies the prerequisites. The calculation 
of P(Au) is shown in Equation (3).

P(Au) = max{P(ε1), P(ε2), ..., P(εm)}    (3)

Combining the above processes, the study con-
structs a cyber-physical coupling risk model. 
This model mainly uses complex networks to 
analyze the functions of the CBTC system in 
a cloud computing environment and also uses 
fault trees to quantify the importance of each 
node. In addition, the study uses attack graphs 
and CVSS to evaluate the risks and occurrence 
probabilities of the system.

3.2.	Optimal Attack Path Risk Assessment 
Based on the SARSA Algorithm

After risk modeling is completed, the next step 
is to address the issue of quantifying the impact 
of an attack and finding the greatest risks to the 
system. To quantify the impact of attacks on the 
system, the research is conducted from the in-
formation domain and physical domain. Among 
them, the impact of the information domain is 
seen as a decrease in network performance. 
The impact in the physical domain represents 

the degradation of train operating performance. 
The attack impact transmission model diagram 
is shown in Figure 5.
In Figure 5, the comprehensive impact  of a 
single unit attack is defined as the fusion of in-
formation domain impact and physical domain 
impact, as shown in Equation (4).

 = Δη( ) × (Π - Π')                 (4)

In Equation (4), (Π - Π') represents the deg-
radation in control performance, while Δη( ) 
denotes the reduction in connectivity. The net-
work of CBTC systems for cloud computing 
is vast and complex, featuring an enormous 
number of attack paths. Traditional exhaustive 
search methods struggle to identify the optimal 
attack path with the highest risk [23]. To ad-
dress this, the study introduces RL to simulate 
the behavior of an attacker aiming to maximize 
disruption. This problem is formulated as an RL 
model, as illustrated in Figure 6.
Figure 6 illustrates the components of this at-
tack model: agents, environment, state, actions, 
and rewards. The agent represents the attacker. 
The environment denotes the complex network 
attack graph scenario of the cloud-based CBTC 
system. The state comprises the set of current-
ly compromised nodes and the network status. 
An action refers to initiating a unit attack on an 
accessible node that satisfies exploitation con-
ditions, starting from the currently controlled 
node. The reward indicates the risk value ob-
tained after executing a unit attack action. Con-

Figure 5. Attack impact transmission model.
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sidering that attack costs increase with path 
depth, the reward Rt for step t is defined as 
shown in Equation (5).
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In Equation (5), P(Au1) denotes the probability 
of executing the t-th attack action starting from 
the origin, with 1 representing the correspond-
ing impact. The risk of subsequent attacks di-
minishes as the success probabilities of prior 
attacks are multiplied cumulatively. The agent's 
objective is to maximize the cumulative reward 
of the attack path, which is also expressed as 
maximizing the cumulative risk value Rsys, as 
shown in Equation (6).
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Although deep RL performs well in processing 
high-dimensional visual input tasks, in CBTC 
security defense decision-making scenarios, 

research mainly chooses SARSA to solve the 
optimal attack path model. The reason is that 
the deep Q-network (DQN) is a heterogeneous 
strategy algorithm which assumes the agent 
will always perform the optimal action. How-
ever, this is often too aggressive when explor-
ing the attack path. On the contrary, SARSA 
is a same strategy algorithm that considers the 
actions performed by the agent when updating 
the Q-value. Second, the attack graph model es-
sentially constitutes a finite discrete state space. 
Compared to the black box characteristics of 
neural networks, SARSA based on table meth-
od has a theoretically determined convergence 
proof in finite Markov decision processes. In 
addition, the computing resources of CBTC's 
edge devices are limited. SARSA's extremely 
low time complexity and space requirements 
enable direct deployment on embedded devices, 
such as regional controllers, for real-time infer-
ence without relying on high-computing-pow-
er GPU servers. The pseudocode of SARSA is 
shown in Table 1.
The flowchart of the optimal attack path search 
based on SARSA is shown in Figure 7.

Figure 6. RL based attack model.
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Table 1. Pseudo code of SARSA.

Optimal Attack Path Search Algorithm Based on Improved SARSA

Input: Attack graph state space S, Action space A, Initial state s0, Learning rate α, Discount factor γ, Exploration 
rate ϵ, Maximum episodes Max_Episodes.

Output: Optimal Attack Path Pathopt.

1: Initialize Q(s, a) arbitrarily (e.g., to 0) for all s ∈S, a ∈A

2: Initialize parameters α, γ, ϵ

3: For each episode do:

4: Initialize agent state st=s0

5: Step 1: First Action Selection

6: Choose action at from st using Improved ϵ-greedy policy

(Note: Incorporate Heuristic Exploration by prioritizing nodes with high network degree)

7: Repeat (for each step of episode):

8: Execute action at, observe reward Rt and new state st+1

9: Step 2: Next Action Selection (On-policy)

10: Determine available actions in new state st+1

11: Choose next action at+1 from st+1 using current policy (Improved ϵ-greedy)

12: Step 3: Q-table Update

13: Q(st,at)←Q(st,at)+α[Rt+γQ(st+1,at+1)−Q(st,at)]

14: Step 4: Transition

15: st←st+1

16: at←at+1

17: Increment time step t

18: Until st is terminal or Algorithm Converged

19: End For

20: Generate Pathopt by selecting the sequence of actions with maximum Q-values starting from s0

21: Return Pathopt



53A SARSA-Driven Cyber-Physical Risk Modeling Framework for Cloud-Based CBTC Systems

In Figure 7, the algorithm's core idea is to learn 
an action-value function V(s, a) that evaluates 
the maximum expected cumulative reward ob-
tainable in the future after executing an action a 
in a specific state s. Unlike Q-learning, SARSA 
assesses the value of the current policy being 
executed rather than the absolute optimal pol-
icy value. The agent learns through repeated 

interactions with the environment [24]. In each 
interaction, the agent selects an action at based 
on its current policy. After execution, the envi-
ronment provides an immediate reward Rt and 
transitions to the next state st+1. Subsequently, 
the agent must again select the next action at+1 
to execute from the new state st+1 based on its 
current policy. Utilizing the complete informa-

Figure 7. Flow chart of optimal attack path search based on SARSA.
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ability is conducted in this environment. Then, 
the optimal attack path search performance 
based on the SARS algorithm is verified and its 
superiority is verified.

4.1.	System Attack Surface Analysis 
and Risk Quantification Modeling 
Applications

To ensure the reproducibility of the optimal at-
tack path discovery algorithm proposed in this 
article, the implementation and training details 
of the Markov decision process tuples are thor-
oughly defined. The state space is defined as 
the set of all nodes in the attack graph. Each 
state represents the location of the highest priv-
ileged node currently held by the attacker. The 
initial state is randomly set based on external 
interface nodes. The action space consists of all 
directed edges starting from the current node. 
Each action corresponds to a lateral movement 
technique. At the same time, the experiment 
includes a composite reward function to bal-
ance the effectiveness of the attack. When the 
intelligent agent successfully captures the tar-
get node, it receives a sparse positive reward 
of +100. When performing any vulnerability 
exploitation action, deduct the corresponding 
score based on the availability score of CVSS 
to simulate the cost of the attack. If touching 
a honeypot node or a path that is highly likely 
to be detected by IDS, a heavy penalty (-50) 
will be imposed. Deduct 1 point for each step 
to drive the agent to find the shortest path. To 
prevent falling into local optima, a dynamic 
greedy strategy is implemented. The explora-
tion rate ϵ is initialized to 1.0 and decreases at 
a decay rate of 0.995 per round until it reaches 
the lower limit of 0.05. When the fluctuation 
amplitude of the cumulative reward's sliding 
average within 50 consecutive rounds is less 
than 2%, the model is judged to converge. The 
study builds a simulation platform to simulate a 
real cloud computing CBTC environment. The 
platform uses several physical server nodes to 
form a private cloud and uses the network to 
communicate with external vehicle controllers. 
The configuration parameters of the platform 
are shown in Table 2.

tion quintuple (st, at, Rt, st+1, at+1), the agent it-
eratively updates its internal value table via the 
Bellman equation, progressively refining its 
valuation of state-action pairs. The update rule 
is expressed as in Equation (7) [25].

Vnew(st, at) =                       (7)
(1 - λ)V(st, at) + λ[Rt + ζV(st+1, at+1)]

In Equation (7), λ is the learning rate. ζ is the 
discount factor. In terms of action selection, 
research has improved the traditional ε-greedy 
method. This method will give priority to nodes 
with larger δi in the network to help the agent 
quickly find high-risk areas. The calculation of 
the optimal attack strategy is shown in Equation 
(8).
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In Equation (8), i* is the action with the high-
est current value. Is is the set of all actions that 
can be selected in the current state. The SARSA 
algorithm maintains a Q-value table, the size of 
which depends on the state space | S | and action 
space | A |. The state space corresponds to the 
number of nodes n in the attack graph, and the 
action space corresponds to the maximum node 
output Dout. Therefore, the space complexity 
is O(| S | ∙ | A |) ≈ O(n ∙ Dout). This is complete-
ly within the memory capacity of the onboard 
computer for a typical subway line A topology. 
Meanwhile, the time complexity of single step 
Q-value update is O(1). If the total number of 
training rounds is H and the average number of 
steps per round is B, then the total training time 
complexity is O(H ∙ B).

4.	Results and Discussion

To verify the effectiveness of the risk modeling 
and assessment method proposed in the study, 
the study conducts simulation verification. 
First, a simulation environment is constructed, 
and quantitative experimental analysis of the 
importance of key nodes and unit attack prob-
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Formal statistics are conducted on the structural 
features of the generated graph model, which 
contains 86 nodes and 214 directed edges. 
There is heterogeneity among the nodes, with 
40.7% belonging to the network domain and 
59.3% belonging to the physical/coupled do-
main. The network exhibits obvious scale-free 
characteristics, with an average node degree of 
4.9 and a network diameter of 12 hops. At the 
same time, 12 typical industrial control system 
vulnerabilities based on CVE database map-
ping are injected into the figure. About 15% of 
vulnerabilities are high risk, mainly concentrat-
ed in the operating system layer. The proportion 
of medium risk vulnerabilities is 45%, and the 
proportion of low-risk vulnerabilities is 40%.
The control weight ω reflects a node's critical 
role in ensuring MA path connectivity. The 
node degree δ reflects a node's overall impor-
tance. The ω and δ values for each representa-
tive node are shown in Figure 8. In Figure 8(a), 
the P Controller Leader exhibits a δ value as 
high as 36.14, the highest among all nodes, in-
dicating its status as the most critical node in 
the entire system. Figure 8(b) reveals the rea-

son. The number of connecting edges C of this 
node is 15, which is the structural core of the 
network. At the same time, the node's ω is 45.2, 
which is far higher than other nodes, indicat-
ing that it plays a decisive functional role in the 
normal transmission of the MA path. The δ of 
the P Compute1 node is 15.49, and ω is as high 
as 18.7, ranking second, but C is only 8. This 
indicates that the node's high importance pri-
marily stems from its functionality rather than 
the number of network connections. It demon-
strates that δ, by integrating ω, can effectively 
identify critical risk nodes while avoiding inter-
ference from pseudo-important nodes.
A probabilistic assessment method based on 
CVSS analyzes the probability of unit attacks 
on two critical nodes within the system. Assum-
ing a scan has identified high-severity vulner-
abilities, it calculates the final attack success 
rate. By integrating the logic linking indicator 
values to attack difficulty in offensive-defen-
sive practice, the method maps enumeration 
values for AV, AC, PR, and UI to probability 
coefficients, as shown in Table 3.

Table 2. Configuration of simulation experiment platform.

Category Parameter Configuration/Quantity

Physical resources (P)

Compute node 5 units (Dell R740)

Control node 3 units (cluster)

Storage node 2 units (Ceph cluster)

Virtual resources (V)

Operating system CentOS 7.6/Windows Server 2012

CI 8

ZC 8

ATS 2

Vehicle resources (O) Vehicle mounted controller 10



56 L. Deng, Z. Ping and H. Xiong

Figure 1. The ω and δ of each representative node.

(a) The node degrees of each node. (b) The number of connecting edges and 
control weights of each node.

Table 3. CVSS probability mapping.

CVSS index Enum value Meaning Probability coefficient

AV

N Network (remote attack) 0.85

A Adjacent networks 0.65

L Local 0.40

P Physics 0.15

AC
L Low 0.77

H Tall 0.35

PR

N None 0.85

L Low 0.62

H Tall 0.27

UI
N None 0.85

R Need 0.45
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The study conducts a unit attack probability 
analysis on the virtual application server (V 
ATS Server) and the physical compute host 1 
(P Compute Host 1). Table 4 shows that the unit 
attack probability for the V ATS Server is sig-
nificantly higher than that for P Compute Host 
1. The former's risk is primarily determined by 
the remote code execution (RCE) vulnerability 
in the web framework, with a single vulnera-
bility exploitation probability as high as 0.473. 
In contrast, the vulnerability with the highest 
exploitation probability on P Compute Host 1, 
Dirty Pipe, is only 0.162. Among these, AV is 
the key determinant of attack probability. Both 
vulnerabilities in V ATS Server are network-ac-
cessible (AV=N) with a coefficient of 0.85, 
indicating attackers can launch attacks direct-
ly from remote locations. Conversely, all vul-
nerabilities in P Compute Host 1 require local 
access (AV=L) with a coefficient of only 0.40, 
making the attack prerequisites significantly 
more stringent. This demonstrates that a node's 
network exposure is the primary factor deter-
mining its initial attack probability.

4.2.	Optimal Attack Path Determination 
and Systemic Risk Assessment

To identify the optimal attack path, the study 
employs the SARSA algorithm to train the at-
tack model. For comparison, Q-learning and 
Greedy algorithms are also utilized. The learn-
ing rate is set to 0.1, the discount factor to 0.9, 

and the exploration rate linearly decays from 
1.0 to 0.01. The agent is trained for a total of 
500 rounds. The study compared the cumula-
tive rewards and temporal difference error (TD 
Error) changes of each algorithm during the 
training process. Since the learning mechanism 
of the Greedy algorithm is very simple, its TD 
Error is not comparable, so it is not listed. In 
Figure 9(a), the Greedy algorithm rise rapid-
ly in the initial stage but quickly enters a pla-
teau period at about 50 rounds, and the final 
cumulative reward is only 58.36. The SARSA 
algorithm iterates for about 200 rounds and 
converges to 87.66. The Q-learning algorithm 
iterates about 300 times before it converges to 
85.34. In Figure 9(b), throughout the learning 
process, the Q-learning curve is always above 
the SARSA curve, indicating that the prediction 
error of Q-learning is larger. Moreover, its TD 
Error finally converges to 0.24. The SARS al-
gorithm finally converges to 0.17. This demon-
strates that the SARSA algorithm outperforms 
the comparison algorithm in terms of learning 
efficiency, learning stability, and final perfor-
mance.
After the algorithm converges, the study con-
tinues to extract the optimal attack path from 
the trained value table. The optimal attack paths 
discovered by the three algorithms are com-
pared in Table 5. The SARSA algorithm identi-
fies the attack path with the highest cumulative 
risk, reaching 85.4. Q-learning follows with a 
cumulative risk of 80.6, while the Greedy al-
gorithm achieves only 35.5. The Greedy algo-

Table 4. Calculation results of attack probability for key node units.

Target 
node Vulnerability

CVSS index
(AV/AC/PR/UI)

Probability  
coefficient

Probability 
of single  

vulnerability 
exploitation 

P(ε)

Unit attack 
probability 

P(Au)

V ATS  
Server

Web Framework RCE N/L/N/N 0.85×0.77×0.85×0.85 0.473
0.473

Default password for 
management port N/L/L/N 0.85×0.77×0.62×0.85 0.345

P Compute 
Host 1

virtual machine escape L/H/L/N 0.40×0.35×0.62×0.85 0.074
0.162

Dirty pipe L/L/L/N 0.40×0.77×0.62×0.85 0.162
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rithm becomes trapped in a local optimum in 
the second step, drawn to a minor objective V 
CI Backup with a high single-step risk. In con-
trast, both SARSA and Q-learning correctly 
identifies the critical sequence for the first two 
steps: first compromising the entry point V ATS 
Main, then escaping via the VM to control P 
Compute1. However, in the third step, SARSA 
opts to directly attack the system core P Con-
troller Leader, which has the highest single-step 
risk at that moment. Q-learning choose to at-
tack P Storage1 first. Its subsequent attack on P 
Controller Leader has lower returns, resulting 
in the total cumulative risk being slightly lower 
than SARS. In summary, the SARS algorithm 
has better risk assessment performance.
To verify the practical value of the evaluation 
method, the study simulates two system states, 
including the baseline state and the reinforced 
state. Among them, the hardened state deploys 
virtual machine isolation, updates vulnerability 
patches, and strengthens the password strength 
of physical nodes. The cumulative risk process 
in the two states is shown in Figure 10. In Fig-
ure 10(a), in the baseline state, the final cumu-
lative risk of the Greedy algorithm is only 35.5. 
The SARSA and Q-learning algorithms com-
pletely overlap in the first two steps, and the 
cumulative risk reaches 40.6. Starting from the 
third step, the cumulative risk of the SARSA 
algorithm rapidly surges and converges to 85.4, 
while Q-learning increases at a slower pace, 
ultimately converging to 80.6. In Figure 10(b), 

under the hardened state, the final cumulative 
risks of all paths identified by the algorithms are 
significantly reduced. The SARSA algorithm's 
risk drops from 85.4 to 31.2, demonstrating the 
effectiveness of security hardening measures. 
In summary, the SARSA algorithm outper-
forms the comparison algorithms in identifying 
the highest-risk attack paths across different se-
curity environments, while also validating the 
efficacy of the security hardening measures.
The study then uses the Barabási-Albert model 
in the NetworkX library of the Python program-
ming language to generate five sets of synthet-
ic scale-free networks of different sizes. These 
networks have node numbers of 100, 300, 500, 
800, and 1,000. They simulate the expansion 
process from a single subway line to a complex 
urban rail transit network. The scalability test 
results of algorithms under different network 
scales are shown in Table 6. Table 6 shows that 
as the node size increases from 100 to 1,000, 
the convergence time of the improved SARSA 
increases from 12.5 to 124.6 s. In contrast, the 
training time of DQN shows an exponential 
growth. In a topology with 1,000 nodes, it is 
difficult for DQN to converge within the speci-
fied time due to the explosion of neural network 
input dimensions and the memory overhead of 
experience replay. Compared with DQN, the 
improved SARSA algorithm is more feasible 
for edge deployment in real large-scale subway 
networks.

(b) TD Error.(a) Accumulated rewards.

Figure 9. Cumulative rewards of different algorithms and TD errors.
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Table 5. Comparison of optimal attack paths discovered by three algorithms.

Algorithm Step Target node Attack method Single step risk Cumulative 
risk

Greedy

1 V ATS Main CVE-2019-0708 12.5 12.5

2 V CI Backup Weak password 15 27.5

3 P Storage1 Unauthorized access to  
internal services 8 35.5

Q-learning

1 V ATS Main CVE-2019-0708 12.5 12.5

2 P Compute1 CVE-2020-1472 28.1 40.6

3 P Storage1 Unauthorized access to  
internal services 25 65.6

4 P Controller 
Leader weak password 15 80.6

SARSA

1 V ATS Main CVE-2019-0708 12.5 12.5

2 P Compute1 CVE-2020-1472 28.1 40.6

3 P Controller 
Leader weak password 35.5 76.1

4 P Storage1 Unauthorized access to  
internal services 9.3 85.4

Figure 10. Accumulated risk processes under different states.

(a) Baseline status. (b) Reinforced state.
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To verify the effectiveness of the various inno-
vative modules proposed in the study, ablation 
experiments are designed. Q-Learning algo-
rithm is based on Baseline 1, without FTA or 
heuristics. Baseline 2 is based on DQN emis-
sion, without FTA or heuristics. The mutation 
variant uses the SARSA algorithm but removes 
the node degrees of FTA and the fusion con-
trol weights. These are replaced with standard 
network centrality indicators. The average con-
vergence steps and high-risk path detection 
rate of each algorithm are shown in Table 7. 
According to Table 7, compared to the Muta-
tion Variant, the convergence rounds of the pro-
posed algorithm decreases from 620 to 480, and 
the high-risk path detection rate increases by 
13.2%. The reason is that the standard network 
centrality index only directs attackers to focus 
on network hubs. In contrast, the node degree 
that integrates control weights directs agents to 
prioritize exploring key actuators with remote 
topology and serious physical consequences. 
This approach can more accurately locate the 
maximum risk path. Meanwhile, Baseline 1 and 
Baseline 2 only rely on CVSS scores and lack 
FTA, resulting in them being able to identify 
network attack paths but missing specific logi-
cal cut sets that lead to physical accidents. After 
introducing FTA, the model can effectively un-
derstand the logic of cross domain collabora-

Table 6. Scalability test results of algorithms under different network scales.

Number of 
nodes

Edge  
number

Average convergence time (s) Average number of convergence 
rounds

SARSA DQN SARSA DQN

100 294 12.5 45.2 320 850

300 890 38.4 186.5 450 1420

500 1490 65.2 412.8 580 2100

800 2390 98.1 985.4 720 3500

1000 2990 124.6 1850.2 860 Not converged

tive attacks and improve the detection rate. In 
addition, although DQN has a higher detection 
rate than Q-Learning, its computational cost is 
enormous. In contrast, the improved SARSA 
proposed in the study has the fastest conver-
gence rate and the highest high-risk path de-
tection rate (94.6%), demonstrating significant 
advantages.

5. Summary

To evaluate the cyber-physical coupling securi-
ty risks of the CBTC system in the cloud com-
puting environment, the study integrated the 
complex network, fault tree, and attack graph 
theories to construct a risk model that can quan-
tify the node importance and attack probabili-
ty. Meanwhile, the SARS algorithm was intro-
duced to find the attack path with the highest 
risk. The results showed that the node degree δ 
of the physical master node P Controller Leader 
was as high as 36.14, which was significantly 
larger than of other nodes. It could help identify 
critical infrastructure nodes that had the greatest 
impact on physical security. In the performance 
comparison of the evaluation algorithms, com-
pared with Q-learning and Greedy algorithms, 
the SARS algorithm could converge to the high-
est cumulative reward faster, with a cumulative 
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reward as high as 87.66. Meanwhile, the TD 
Error of this algorithm was always lower than 
Q-learning during training, and finally con-
verged to 0.17, which was lower than the other 
comparison algorithms. It showed that the algo-
rithm had high efficiency and stability. On this 
basis, the cumulative risk of the optimal attack 
path extracted by the algorithm was as high as 
85.4, which was higher than of the comparative 
algorithm. In actual applications, after deploy-
ing measures such as virtual machine isolation 
and patch updates, the maximum risk value 
faced by the system was reduced from 85.4 to 
31.2, a decrease of 63.5%. Intuitively quanti-
fies the effective return on security investment. 
It showed that the cyber-physical coupling risk 
modeling method proposed in the study could 
effectively identify the key risk nodes and at-
tack paths of the CBTC system in the cloud 
computing environment. Meanwhile, the SAR-
SA algorithm performed well in solving such 
optimal attack path optimization problems.

6.	Limitations and Future Work

Although the method proposed in this article 
demonstrates superior performance in simu-
lated environments, there are still certain lim-
itations in terms of model assumptions, data 
dependencies, and experimental environments. 
First, the study models the attacker's later-
al movement as a series of discrete actions. It 
assumes that, once an attack is successful, the 

Table 7. The average convergence steps and high-risk path detection rate of each algorithm.

Experimental 
group Algorithm core Explore inspiring 

indicators
Average  

convergence 
rounds

High risk path 
detection rate

Baseline 1 Q-Learning Random 850 72.5%

Baseline 2 DQN ϵ-Greedy 1200 88.1%

Ablation variant SARSA Standard network 
centrality 620 81.4%

Proposed method Improved SARSA Node degree of  
fusion control weight 480 94.6%

attacker gains complete control of the node. 
However, in real advanced persistent threat 
scenarios, attack behavior has a high degree 
of temporal persistence, concealment, and un-
certainty. The current SAG model has not fully 
captured these complex dynamic features. Sec-
ond, the risk quantification module highly relies 
on the logical structure definition of FTA and 
CVSS vulnerability rating data. The construc-
tion of FTA usually requires profound domain 
expert knowledge, which can easily introduce 
subjective bias. However, the universal CVSS 
score may not fully reflect the actual difficulty 
of utilization in specific industrial scenarios. In 
addition, due to legal and ethical considerations 
for the safe operation of critical infrastructure, 
research cannot conduct penetration testing on 
real operating subway lines. The experimental 
results are entirely based on a simulation en-
vironment that complies with the IEEE 1474.1 
standard. The robustness of the algorithm in 
practical deployment is affected by the diffi-
culty of fully reproducing the hardware finger-
prints, network jitter, and complex background 
traffic noise of real physical devices.
In future research, the plan is to utilize the fea-
ture extraction capabilities of graph convolu-
tional networks or graph attention networks to 
achieve end-to-end learning and generalization 
of large-scale, dynamically changing network 
topologies. Meanwhile, this study considers 
expanding from a single-attack perspective to 
a dual-layer game model of attack and defense. 
It investigates how defense agents can dynami-
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cally generate optimal network isolation or traf-
fic cleaning strategies based on predicted attack 
paths. Finally, it considers combining threat in-
telligence with honeypot log data to dynamical-
ly adjust CVSS scores and FTA weights, thereby 
reducing reliance on static expert knowledge.
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